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Abstract. A formal model for description of passive and active timirigueks is presented, studied
and compared with other security concepts. It is based anedtprocess algebra and on a concept
of observations which make only a part of system behaviasibld. From this partial information
which contains also timing of actions an intruder tries tdwige some private system activities.
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1. Introduction

Several formulations of a notion of system security can hedoin the literature. Many of them are

based on a concept of non-interference (see [13.]) whiahnaess the absence of any information flow
between private and public systems activities. More pedgisystems are considered to be secure if
from observations of their public activities no informatiabout private activities can be deduced. This
approach has found many reformulations for different fdisnas, computational models and nature or
“quality” of observations. They try to capture some impaottaspects of systems behaviour with respect
to possible attacks against systems security, often theyadlored to some types of attacks. Timing

attacks have a particular position among attacks agaisstmg security. They represent a powerful tool
for “breaking” “unbreakable” systems, algorithms, prails; etc. For example, by carefully measuring
the amount of time required to perform private key operaj@ttackers may be able to find fixed Diffie-

Hellman exponents, factor RSA keys, and break other cryptems (see [21.]). This idea was developed
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in [6.] where a timing attack against smart card impleménnadf RSA was conducted. In [20.], atiming
attack on the RC5 block encryption algorithm, in [23.] the @gainst the popular SSH protocol and in
[7.] the one against web privacy are described.

Formal methods play a growing role not only in the design ddi(iy critical) software applications
and hardware components but also in checking their sequnilyerties. In practice, various formalisms
are used.Process algebraare an important class of such formalisms. They succegdieatcribe the
behavior of systems as “communicating systems” and thegllysabstract away many real properties
of existing systems, such as duration and structure of rastiproperties of communication networks,
distribution of system components, and so on. If one wanentdyze systems with respect to timing
attacks, a special process algebra which is enriched byréamoning has to be used. The aim of this
paper is to formalize a notion of passive and active (timattgcks by means of a particular timed process
algebra TPA and by a concept of observations. We assumerthiatrader can observe a system (to be
attacked) by means of the observations. These observagonside some actions (for example, internal
actions, communications via encrypted channels, actiafgdeh by a firewall etc) but not elapsing of
time.

In the literature several papers on formalizations of tgnattacks can be found. Papers [9.], [10.],
[12.] express attacks in a framework of (timed) processhalzge In all these papers system actions are
divided into private and public ones and it is required tlnaré is not an interference between them.
More precisely, in [9., 10.] it is required that on a level gé&m traces which do not contain internal ac-
tions one cannot distinguish between system which canmfiirpe private actions and system which can
perform them but all of them are reduced to internal actiempaper [12.] a concept of public channels
is elaborated. In the above mentioned papers also a slidifftyent approach to system security is pre-
sented - the system behaviour must be invariant with reg¢peximposition with an attacker which can
perform only private actions ([9.], [10.]) or with an attackvhich can see only public communications

([12.)).

In the presented approach actions are not divided to pramdegoublic ones on a system description
level. Instead of this we work with a concept of observatiohisese are mappings on the set of actions
which can hide some of actions but not elapsing of time. Smeay of timing attacks described in
the literature are based on observations of “internal’oastiwe work also with this information what
is not the case of the above mentioned papers. In this way weamsider timing attacks which could
not be taken into account otherwise. In this paper we coetinith the work started in [17.]. Here
Non-Information Flow property (NIF, for short) is presemfier passive and active attacks. The resulting
security concepts are compared with other concepts knowheifiterature. It is shown that Strong
Nondeterministic Non-Interference (see [9.]) is a specée of NIF property for passive attacks and
that Non-Deducibility on Composition (see [10.]) is a spéciase of NIF property for active attacks.
Moreover, compositional properties of the presented #gaustions are presented.

The paper is organized as follows. In Section 2 we describdiitied process algebra which will be
used as a basic formalism. In Section 3 we present and igaéstihe notion of non-information flow
property (NIF) for the case of passive and active (timintgeks. Moreover, we compare NIF properties
with other security concepts known in the literature.
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2. Timed Process Algebra

In this section we introduce the Timed Process Algebra, Td?Alhort. It is based on Milner's CCS (see
[22.]) but the special time actionwhich expresses elapsing of (discrete) time is added. Téwepted
language is a slight simplification of the Timed Security d&ss Algebra introduced in [9.]. We omit
the explicit idling operator used in tSPA and instead of this we use an alternative appicamvn in
the literature and we allow implicit idling of processes. nde processes can perform either "enforced
idling” by performingt actions which are explicitly expressed in their descripgior "voluntary idling”.
But in the both cases internal communications have pritoigctiont in the case of the parallel operator.
Moreover we do not divide actions into private and publicoas it is in tSPA. TPA differs also from
the tCryptoSPA (see [12.]) besides absence of value padsingemantics of choice operaterwhich

in some cases abandatime determinacyvhich is strictly preserved in TPA.

To define the language TPA, we first assume a set of atomiaastiobolsA not containing symbols
7 andt, and such that for every € A there exist& € A anda = a. We definedct = AU {7}, Actt =
ActU{t}. We assume that, b, ... range overA, u, v, ... range overdct, andzx,y ... range overActt.
Assume the signatur® = (J, ¢ 1,23 Xn, Where

Yo = {Nil}

¥, = {z.|z € Au{t}} U{[S] | S is arelabeling functioh
U{\M | M C A}

Yo = {[,+}

with the agreement to write unary action operators in prefirif the unary operatofs], \ M in postfix
form, and the rest of operators in infix form. Relabeling fimts, S : Actt — Actt are such that
S(a) = S(a)fora € A,S(r) =7andS(t) =t.

The set of TPA terms over the signatitas defined by the following BNF notation:

P = X | op(P,P,...P,) | uXP

where X € Var, Var is a set of process variableB, P, ... P, are TPA termsu X — is the binding
constructop € X.

The set of CCS terms consists of TPA terms withoaiction. We will use an usual definition of
opened and closed terms wher& is the only binding operator. Closed terms are called psEes
Note that Nil will be often omitted from processes descriptions and hefareexample, instead of
a.b.Nil we will write justa.b.

We give a structural operational semantics of terms by mealabeled transition systems. The set
of terms represents a set of states, labels are actionsArdtn The transition relatior- is a subset of
TPA x Actt x TPA. We writeP % P’ instead of( P, z, P') € — and P % if there is noP’ such that
P 5 P'. The meaning of the expressidh = P’ is that the termP can evolve taP’ by performing
actionz, by P -~ we will denote that there exists a tef such that? = P’. We define the transition
relation as the least relation satisfying the followingeir@nce rules:



4 D.P. Gruska/Observation Based System Security

— Al - A2
r.P5P u.P 5 u.P
P p
— A3 — - - Ppal
Nil 5 Nil PlQ—=P|Q
u / a /! a /
e P2 L@@ g
QIP=Q|P P|Q—P|Q
t / t / 7 U /
PEPQ2QPIQE b PP .
PIQLP|Q P+Q% P
P p PLP QL Q
;u S92 — th"Q 53
Q+P—F P+Q-5 P +qQ
PP PuXP/X] % P

- (x, T & M) Res
P\MiP’\M( # M)

uXP 5 P
rPEp

pls] °% pris)

RI

Here we mention the rules that are new with respect to CCQAsid2, A3 allow arbitrary idling.
Concurrent processes can idle only if there is no possililitan internal communicationHa4). A run
of time is deterministic §3). In the definition of the labeled transition system we hasedunegative
premises (se®a4). In general this may lead to problems, for example with tescy of the defined
system. We avoid these dangers by making derivations ioflependent of derivations ¢f For an
explanation and details see [14.]. Regarding behaviolatioas we will work with the timed version of
weak trace equivalence. Note that here we will use also e observations which contain complete
information which includes alse actions and not just actions frow and¢ action as it is in [9.]. For
s = x1.79..... Tn,x; € Actt we write P > instead ofP 353 ... % and we say that is a trace of
P. The set of all traces aP will be denoted byl'r(P). We will write P = P’ iff P(5)* % (L) P!
and P = instead ofP 2% ... £ By ¢ we will denote the empty sequence of actions,Say:c(P)
we will denote the set of all successorsPaNdSort(P) = {z|P 2% for somes € Actt*}. If the set
Succ(P) is finite we say thaf is finite state.

Definition 2.1. The set of weak timed traces of processP? is defined as
Tro(P) = {s € (AU {t})*|]3P".P = P'}. Two processP andQ are weakly timed trace equiva-
lent (P ~,, Q) iff Try(P) = Tr,(Q).

3. Information Flow

In this section we will formalize a notion of passive and\atiiming attacks based on an information
flow between invisible (private) and visible (public) systactivities. We assume that an attacker is just
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an eavesdropper who can see a part of the system behaviowvtentties to deduce from this some
private information. In the case of timing attacks time ofwtences of observed events plays a crucial
role, timing of actions represents a fundamental inforomati

To formalize the attacks we do not divide actions into pubhdl private ones as it is done for non-
interference properties, see for example in [12., 5.] bsiteiad of this we use more general and flexible
concept of observations. This concept was recently exqalait [2.] and [3.] in a framework of Petri Nets
and transition systems, respectively, where a conceptaxditypis defined with the help of observations.

We propose a concept of Non-Information Flow (NIF) propevhich could be seen as a special case
of the opacity property. The concept of opacity is rathesrggrand it is undecidable even for finite state
processes. In the case of NIF property we restrict both pafvebservations and power of predicates
over traces (see [3.]). On the other side we get decidableiseproperty for finite state systems. Later
we will discuss a relationship between NIF and Strong Nogrdeinistic Non-Interference properties.
Non-inference properties can be seen as a special case afyopa well, but by NIF we can model,
moreover, for example, attacks which are based on obseeviogypted messages.

Definition 3.1. An observatior® is a mapping? : Actt — ActtU{e} such thatO(t) = t and for every
u € Act,O(u) € {u, €}

An observation expresses what can an observer - eavesdsg@piEom a system behaviour. It cannot
rename actions but only hide them complete&B(¢) = ¢) or indicate just a performance of some action
but its name cannot be observed((:) = 7). Observations can be naturally generalized to sequerices o
actions. Lets = x;.zo. .. .. T, z; € Actt thenO(s) = O(x1).0(x2). .. .. O(zxy,). Since the observation
expresses what an observer can see we will alternativelpatbeterms (observation - observer) with
the same meaning. Note that in [3.] observations defined finifien 3.1 are called static, in contrast
to dynamic or orwellian ones, for which an observation of aené might depend on previous events or
on a (part) of the whole trace, respectively. In that case®topute observations an infinite memory is
needed.

3.1. Passive attacks

In general, systems respect the property of privacy if ther® leaking of private information, namely
there is nanformation flowfrom the private level to the public level. This means thatsbcret behavior
cannot influence the observable one, or, equivalently, faorimation on the observable behavior permits
to infer information on the secret one. Moreover, in the aafstiming attacks, timing of actions plays
a crucial role. In the presented setting private actiongtawse that are hidden by observation i.e.
such actions: that O(a) € {r, ¢} and for public actions we hav®(a) = « i.e the observer can see
them. Now we are ready to define Non-Information Flow propé@iF) for TPA processes. First some
notations are needed. An occurrence:@fction in a sequence of actionsve will indicate byz € si.e.

x € siff s = s1.x.59 for somesy, sy € Actt* and forS C Actt we indicateS N's # () iff x € s for
somezx € S otherwise we writeS Ns = (). Clearly, NIF property has to be parameterized by obsemati
O and by a set of private actiodswhich occurrences are of interest. In other words, pro¢ekas NIF
property if from its observation (given k) it cannot be deduced that some of given private actiéns (
were performed. We expect a consistency betw®eandS in the sense that the observation does not
see actions frons. The formal definition follows.
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Definition 3.2. Let O be an observation anfl C A such thatO(a) € {r,¢} fora € S. We say that
processP hasNIFg property (we will denote this by € NIEg) iff wheneverS N sy # ) for some
s1 € Tr(P) then there exists; € Tr(P) such thatS N sy = § andO(s1) = O(s2).

Informally, processP hasNIFg property if an observer with an observation given @y(note
that (s)he can always see timing of actions) cannot deduteptbcess® has performed a sequence of
actions which includes some private (secrete) actions fforn other words,P € NI Fg means that
observer® cannot deduce anything about performance of actions and henceP is robust against
corresponding attacks. By T Fg we will denote also the set of processes which Wa(\Ing property.

Example 3.1. Let P = ((b.t.¢ + a.¢)|c) \ {c} andO(a) = O(b) = ¢,O(1) = 7. The observer given
by O can detect occurrence of the actierbut notb i.e. P € NIFéb}but P g NIFé“} since from
observing just action (without any delay) it is clear that actiarwas performed.

In many cases it seems to be sufficient to check occurrencalypfone private action instead of a
bigger set, i.e. the casés= {a} for somea € A. In these cases an observer tries to deduce whether
confident actioru was or was not performed. But even in this simplest possiade the NIF property
is undecidable, but in general it is decidable for finiteesfatocesses. For the proof of the following
theorem see [17.].

Theorem 3.1. NIFé“} property is undecidable buWIFg is decidable for finite state processes if
O(x) # e for everyx € Actt.

Even if NIF@S is decidable the corresponding algorithms are of expoalecdimplexity. On way how to
overcome this disadvantage is a bottom-up design of presestence compositionality 6¥ 7 Fg plays
an important role. We have the following property.

Theorem 3.2. (Compositionality)Let P, Q) € NIF@S. Then
v.PeNIFgifxgS
P+Q e NIF§
P|Q € NIF§
P[f] € NIF$ for any f such thatf(S) C S
P\ M € NIF§ foranyM, M C S.

Proof:
We will prove the first three cases which are the most intergsines.

(1) LetP € NIF§ andS N sy # 0 for somes; € Tr(z.P). Clearlys; # z sincez ¢ S. Hence
lets; = 2.5}, SN sy # 0 ands; € Tr(P). SinceP € NIF there existss, € Tr(P) such that
SNsh=0andO(s)) = O(s,). Hence forsy, sy = x.s, we havesy € Tr(x.P) such thatS N sy = ()
andO(s1) = O(s2) and saz.P € NIFg.

(2) Let P,Q € NIFg andS N sy # () for somes; € Tr(P + Q). Without lost of generality we
can assume that € Tr(P). SinceP € NIF§ there exists, € Tr(P) such thatS N s, = ( and
O(s1) = O(s2). Butsincesy € Tr(P + Q) we haveP + Q € NIFg.
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(3)LetP,Q € NIFS but P|Q ¢ NIFS. Lets; is the shortest trace d?|Q such thatS N s; # ()
and for every traces such thatO(s;) = O(s2) we haveS N sa # (. Sinces; is the shortest trace
clearly only its last element belong 8. This element was performed either Byor by . By case
analysis and structural induction it can be shown that #asl$ to a contradiction with the assumption
thatP,Q € NIFS.

0

To compare NIF property with Strong Nondeterministic Natetference (SNNI, for short) we recall
its definition (see [9.]). Suppose that all actions are digidh two groups, namely public (low level)
actionsL and private (high level) action& i.e. A = LU H,L N H = (). Then proces$’ has SNNI
property if P\ H behaves likeP for which all high level actions are hidden for an observereXpress
this hiding we introduce hiding operatdt/M, M C A, for which if P % P’ thenP/M % P'/M
whenevew ¢ M U M andP/M = P'/M whenever € M U M. Formal definition of SNNI follows.

Definition 3.3. Let P € TPA. ThenP € SNNIiff P\ H ~,, P/H.

Now we can comparNIFg andSN NI properties. Clearly, the former one is more general.
Theorem 3.3. P € SNNIiff P € NIFY for O(h) =7,h € HandO(z) =z,2 ¢ H.

Proof:

LetP € SNNIieP\ H =, P/H and letH N s; # () for somes; € Tr(P) If there is not
s9 € T'r(P) such thatd N sy = 0 andO(s1) = O(s2) then clearly it would not hold® \ H ~,, P/H
sinces} € Tr(P/H) buts| ¢ Tr(P\ H) for | obtained froms; by replacing all actions byr action.
Let P € NIF} and lets; € Tr(P/H). The only interesting case is such thai s; # () but then
sinceP € NIF} there exist, € Tr(P) such thatSns, = 0 andO(s;) = O(sz2). ButsinceO(h) = 7,
h € HandO(z) = z,x ¢ H we haves; € Tr(P\ H). The other inclusion{r(P\ H) C Tr(P/H))
is straightforward.
O

In [11.] Focardi and Rossi defined a stronger (persistent)ritg property which allows to deal with
possibly dynamic attackers and systems “being secure iy stae”. We can reformulate this concept
for the NIF property.

Definition 3.4. (Persistent NIF )P € P_NIF§ iff for every P/, P’ € Succ(P) we haveP’ € NIF§.

It can be checked tha_NIF§ is stronger thardVIF§ and hence we have the following property.
Theorem 3.4. P.NIF§ C NIFE§ for any nonemptys and O being different from the identity function.

Proof:
SinceP € Succ(P) we haveP NIF§ C NIFg. LetS # () andO(x) = 7 (case wherO(z) = e is
similar) for somer € S and leta,b ¢ S. Then forP = 7.(x.Nil + 7.Nil) we haveP € P_NIFg but
x.Nil ¢ NIF§ and hence® NIF5 C NIFg.

O
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3.2. Active attacks

Till now we have considered the attacks which were the pagssies. An intruder could only observe
system behaviour. Now we will consider more powerful ingtgdwhich can employ some auxiliary
processes to perform attacks. There is a natural restrifdicsuch processes in the sense that they cannot
perform public actions (see [8.]). An alternative intetpt®mn of this approach is such that it allows us
to investigate security properties of processes as “ctsitésr some private activities (expressed by
those auxiliary processes). The context is secure if it doe¢permit information flow from “inside” to
“outside”. We formulate the concept of so called activeckisa(we will denote them by index) in the
framework of NIF property.

Definition 3.5. (Active NIF) P € NIF,$ (P_NIF,) iff (P|A) € NIF5 (P_NIFg) for every A
such thatSort(A) C SS U {1, t}.

Active attacks are really more powerful than passive ones.
Theorem 3.5. NIF,% c NIF$ andP_NIF,? C P.NIF$,

Proof:
ClearlyNIF,% C NIFS andP_NIF,$ C P_NIF$. For the rest of the proof we construct processes
Py, Py, A such thatP, € NIF§ but (Pi|A) ¢ NIF§ andP, € P.NIF§ but (P2|A) ¢ P.NIFS,
respectively. For example, we can consider processes h.l 4 7.0, P, = 7(h.l + 7.) andA = t.h
and letO(h) = 7.

O

For theNTF,3 we can formulate similar compositional theorem is the oniewholds forNTF¢,

Theorem 3.6. (Compositionality)Let P, € NIFG?;. Then
©.P e NIF,2ifr ¢S
P+ Qe NIES
P|Q € NIF,$,
P[f] € NIF,?, for any f such thatf(S) C S
P\ M € NIF,$ foranyM, M C S.

Proof:
Similar to the proof of Theorem 3.2.
O

In the literature we can find another traces-based conceguttivie attacks called Non-Deducibility
on Composition (NDC for short, see in [10.]). It is based omittea of checking the system against all
high level potential interactions, representing everysfiie high level process i.e. a system is NDC if
for every high level used, the low level view of the behaviour d? is not modified (in terms of trace
equivalence) by the presence4f The idea of NDC can be formulated as follows.
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Definition 3.6. (NDC) P € NDC' iff for every A, Sort(A) C HU{r,t}
(P|A)\ H ~y P\ H
Similarly to Definition 3.4 we define persistent variant of 8D

Definition 3.7. (Persistent NDC)P € P_N DC iff for every P’, P’ € Succ(P) we haveP’ € NDC.

To compareP NIFg and P_NDC properties we need some preparatory work. The definition of
persistent NDC property contains two universal quantificest (over all possible intruders and over all
possible successors). To avoid them we exploit an ideadated by Bossi, Focardi, Piazza and Rossi
(see [4.]). First we define a low level observation equivede(with respect to relatios) which relates
processes indistinguishable from the low level point ofwie

Definition 3.8. (Equivalence on Low Actions)Let < be an equivalence relation over processes. We
say that two processd3and(@ arex=-equivalent on low actions, denoted By=' Q, if P\ H < Q\ H.

Now we can recall a notion of generalized unwinding conditiBoughly speaking, it requires that each
high level action can be "simulated” in such a way that it ipassible for a low level user to infer which
high level actions have been performed. All high level ai@are required to be simulated in a way
which is transparent to a low level user.

Definition 3.9. (Generalized Unwinding)Let < be an equivalence relation ard- be a binary relation
on processes. The unwinding cla@®), <!,—) is defined agW, <!,——) = {P € TPA|VQ <

Suce(P) if Q@ 2 R then3R' such tha) — R’ andR <! R'}.

Now we get an alternative formulation of the persistent NDGpprty.

Theorem 3.7. P € P NDC iff P € (W, ~,, §>).

Proof:
LetP € PNDC andP’ € Succ(P). Clearly P’ € NDC'. Hence for anyA we have(P’|A) \ H ~,,

P\H. LetP’ 2. Py Thenitis easy to see that we can chodse h.Nil such that P'|A)\H = P;\H.
Since(P'|A)\ H ~y, P'\ H,P' = P,\ H andP, \ H ~, P, \ H. LetP' % P, thenP’ & P, and
P1 Rw PQ.
It can be checked by case analysis that(P'|A) \ H) = Tr(P'\ H) for any P’ € Suce(P) and
Sort(A) C HuU {r,t}if P € (W,~,,=)and hence® € P.NDC.
O

Now, using Theorem 3.7 we can prove the following relatiotween the persistent NDC and active
NIF. From this theorem it is clear that also (see Theorem iB.@ase of active attacks the presented
notion of NIF property is more general and powerful. Or altgively, persistent NDC property is just a
special case of active NIF property.

Theorem 3.8. P ¢ P.NDC'iff P € NIF,)5 for O(h) = 7, for h € H andO(z) = x for x ¢ H.
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Proof:
Let P € PNDC and letS N s; # () for somes; € Tr(P|A). Suppose that there is ne§ €
Tr(PJA) such thatS N se = 0 andO(s1) = O(s2). But then by Theorem 3.7 we would have that

P|A ¢ (W, ~,, =) what is in contradiction witlP? ¢ P_NDC.
Now let P € NIF,% for O(h) = 7, for h € H andO(x) = z for z ¢ H. It can be checked that

P|A € (W, ~,, =) and hence by Theorem 3.7 it hol#’sc P_NDC. 0

3.3. Pure Timing attacks

Till now we have omitted a discussion on importance of timferimation. NIF@9 property says that
there is no information flow about occurrence of actions fi®mnder observatio®. But in the case
that there is an information flow we still cannot say whethnés ts due to time information contained
in the process description or it is due to untimed part of {rstesn behaviour. To distinguish these two
cases let us consider untimed observatiépdor every observatio) which differ from ordinary ones
by ability to hide elapsing of time, i.€),(t) = ¢, O;(z) = O(x) for x # t. Now we can precisely define
that system is open to pure timing attacks i.e. the attackw/ffiich time information plays the crucial
role.

Definition 3.10. We say that procesB is open to pure timing attacks under observai®mo detectS
iff P e NIF5 andP ¢ NIFg.

In other words system is open to pure timing attacks if theret information flow only when timing
information is not seen by an observer i.e. the observeratasee time of action occurrences. Systems
which are open to pure timing attacks might be consideredetsdfe if they are off-line or they are
accessible only via slow networks.

In practice it is easy to avoid pure timing attacks. Usuallg enough to put some random delays in
critical sections. Actually some known pure timing attaekgloit "over-optimizations” of implementa-
tions of in general secure algorithms (see for example J2Arfjother question is a time precision needed
to perform a pure timing attack (or, on the other hand, howg leimould be the random delays protecting
system security).

If an intruder cannot measure time with sufficient accuracyrmy within a limited time window
systems still might remain safe. In [15., 16.] possibifitef an attacker which can observe systems only
for a given limited time or can measure time elapsing betw@&o or more) actions only with some
given precision are studied. The resulting security prigeare more adequate if an attacker cannot
measure time with absolute precision or cannot observemgstor an unlimited time.

4. Conclusions and further work

Timing attacks can “break” systems which are often considiéo be “unbreakable”. More precisely,
the attacks usually do not break system algorithms themsddut rather their bad, from security point
of view, implementations. For example, such implementeticdue to different optimizations, could
result in dependency between time of computation and datsetprocessed, and as a consequence
systems might become open to timing attacks. An attackedednce from time information also some
information about private data, despite the fact that sigferishms were used. Hence the importance of
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their study for privacy. In this paper we have presented m&model which can express robustness of
systems with respect to timing attacks. This kind of attakdd not be modeled without timed calculus
and with ability exploit also information on internal agi®and hence now we can detect possibility of
timing attacks which could not be detected otherwise. Meggave can precisely distinguish between
timing attacks and non-timing attacks. This approach esabk to formulate not only the question
whether a system is robust with respect to timing attacksataa other questions: how precise must
be the measure of time to perform a successful attack, howottifynthe system in such a way that
attacks will be not possible etc. The presented formalisooimpared with other concepts described in
the literature and it is shown that it is more general andhgteo in the sense that it can describe attacks
which are not captured by the other concepts.

Further study will concern on more efficient decision altjoris, modeling of more elaborated active
time attacks where an attacker can implement some lesgtedtprocesses to the system to be attacked
(for example in the style of Trojan horse) to deduce someafeiactivities. To have better described
system activities (particularly to be able to perform ta#fnalysis), we consider to use formalism which
can express also some network properties in style of [181js &pproach was used in [19.] to study
Bisimulation-based Non-deducibility on Composition whis an (stronger) alternative to SNNI. Since
many of timing attacks are based on statistic behavioureitnsto be reasonable to exploit also some
features of probabilistic process algebras. Than we cautddlate probabilistic NIF property requiring
that if there exists a sequence of actions (with a probghilitwhich contains some private actions then
there should exists (with probability') another sequence which does not contain them and the both
sequences cannot be distinguish by an observefzand’| < e for some giver) < e < 1.
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