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Abstract. A formal model for description of probabilistic timing attacks is presented and studied.
It is based on a probabilistic timed process algebra, on observations (mappings which make visible
only a part of system behavior) and on an information flow. Theresulting security properties are
studied and compared with other security concepts.
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1. Introduction

Several formulations of system security can be found in the literature. Many of them are based on
a non-interference (see [15]) which assumes an absence of any information flow between private and
public systems activities. More precisely, systems are considered to be secure if from observations
of their public activities no information about private activities can be deduced. This approach has
found many reformulations for different formalisms, computational models and nature or “quality” of
observations. They try to capture some important aspects ofsystems behaviour with respect to possible
attacks against systems security, often they are tailored to some types of attacks. Timing attacks have a
particular position among attacks against systems security. They represent a powerful tool for “breaking”
“unbreakable” systems, algorithms, protocols, etc. For example, by carefully measuring the amount of
time required to perform private key operations, attackersmay be able to find fixed Diffie-Hellman
exponents, factor RSA keys, and break other cryptosystems (see [24]). This idea was developed in [7]
where a timing attack against smart card implementation of RSA was conducted. In [22], a timing attack
on the RC5 block encryption algorithm, in [28] the one against the popular SSH protocol and in [8] the
one against web privacy are described.
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The aim of this paper is to formalize opacity based passive and active (timing probabilistic) attacks
by means of a particular probabilistic timed process algebra pTPA and by means of observations. The
observations can hide some system actions (for example, internal actions, communications via encrypted
channels, actions hidden by a firewall etc) but not elapsing of time.

In the literature several papers on formalizations of timing attacks can be found. Papers [10, 11, 14]
express attacks in a framework of (timed) process algebras.In all these papers system actions are divided
into private and public ones and it is required that there is not an interference between them. More
precisely, in [10, 11] it is required that on a level of systemtraces one cannot distinguish between system
which cannot perform private actions and system which can perform them but all of them are reduced to
internal actions. In paper [14] a concept of public channelsis elaborated. In the above mentioned papers
also a slightly different approach to system security is presented - the system behaviour must be invariant
with respect to composition with an attacker which can perform only private actions ([10, 11]) or with
an attacker which can see only public communications ([14]).

In the presented approach actions are not divided to privateand public ones on a system description
level. Instead of this we work with special mappings (calledobservations) on a set of system actions.
Since many of timing attacks described in the literature exploit also occurrences of “internal” actions we
work also with this information what is not the case of the above mentioned papers. In this way we can
describe timing attacks which could not be taken into account otherwise.

Moreover, since many attacks are based on statistical analyzes of system behaviour (see [24, 7, 22,
28]) instead of just “one single observation” (as it is done in for example [10, 11, 14, 16] or in [19]
in case of process algebra for network communications [21])we formulate information flow in terms
of probabilities. So probabilistic version of Non-Information Flow property (pδNIF , for short) is pre-
sented and studied for passive and active attacks. Moreover, compositional properties of the presented
security notions are presented and they are compared with other security properties - with Strong Nonde-
terministic Non-Interference, SNNI, for short (see [10]) and with persistent variant of Non-Deducibility
on Composition, NDC for short, see in ([11]), as well.

The presented approach is different from the one which appeared in [26] and [1] where an information
flow based security is studied in the framework of probabilistic Timed Automata and probabilistic process
algebra, respectively. In the both papers security properties are based on bisimulation variants of SNNI
(BSNNI). Actions are divided to public and private ones and the resulting security properties require
the same probabilities for behavior containing and not containing private actions, while in the case of
pδNIF some difference (δ, δ ∈ [0, 1]) between them is allowed.

The paper is organized as follows. In Section 2 we describe the probabilistic timed process algebra
which will be used as a basic formalism. In Section 3 we present and investigate the notion of proba-
bilistic non-information flow property for the case of passive and active (timing) attacks.

2. Probabilistic Timed Process Algebra

In this section we define the Probabilistic Timed Process Algebra, pTPA for short. It will be done in two
steps. First we define Timed Process Algebra (TPA) and later we will extend it with tools for expressing
probabilities. TPA is based on Milner’s CCS but the special time actiont which expresses elapsing of
(discrete) time is added. The presented language is a slightsimplification of the Timed Security Process
Algebra introduced in [10]. We omit the explicit idling operator ι used in tSPA and instead of this we
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allow implicit idling of processes. Hence processes can perform either ”enforced idling” by performing
t actions which are explicitly expressed in their descriptions or ”voluntary idling”. But in the both cases
internal communications have priority to actiont in the case of the parallel operator. Moreover we do
not divide actions into private and public ones as it is in tSPA. TPA differs also from the tCryptoSPA (see
[14]). TPA does not use value passing and strictly preservestime determinacyin case of choice operator
+ what is not the case of tCryptoSPA.

To define the language TPA, we first assume a set of atomic action symbolsA not containing symbols
τ andt, and such that for everya ∈ A there existsa ∈ A anda = a. We defineAct = A ∪ {τ}, Actt =
Act∪{t}. We assume thata, b, . . . range overA, u, v, . . . range overAct, andx, y . . . range overActt.
Assume the signatureΣ =

⋃
n∈{0,1,2} Σn, where

Σ0 = {Nil}

Σ1 = {x. | x ∈ A ∪ {t}} ∪ {[S] | S is a relabeling function}

∪{\M | M ⊆ A}

Σ2 = {|,+}

with the agreement to write unary action operators in prefix form, the unary operators[S], \M in postfix
form, and the rest of operators in infix form. Relabeling functions, S : Actt → Actt are such that
S(a) = S(ā) for a ∈ A,S(τ) = τ andS(t) = t.

The set of TPA terms over the signatureΣ is defined by the following BNF notation:

P ::= X | op(P1, P2, . . . Pn) | µXP

whereX ∈ V ar, V ar is a set of process variables,P,P1, . . . Pn are TPA terms,µX− is the binding
construct,op ∈ Σ.

The set of CCS terms consists of TPA terms withoutt action. We will use an usual definition of
opened and closed terms whereµX is the only binding operator. Closed terms which are t-guarded (each
occurrence ofX is within some subexpressiont.A i.e. between any twot actions only finitely many non
timed actions can be performed) are called TPA processes. Note thatNil will be often omitted from
processes descriptions and hence, for example, instead ofa.b.Nil we will write justa.b.

We give a structural operational semantics of terms by meansof labeled transition systems. The set
of terms represents a set of states, labels are actions fromActt. The transition relation→ is a subset of
TPA× Actt × TPA. We writeP

x
→ P ′ instead of(P, x, P ′) ∈ → andP 6

x
→ if there is noP ′ such that

P
x
→ P ′. The meaning of the expressionP

x
→ P ′ is that the termP can evolve toP ′ by performing

actionx, by P
x
→ we will denote that there exists a termP ′ such thatP

x
→ P ′. We define the transition

relation as the least relation satisfying the inference rules for CCS plus the following inference rules:

Nil
t
→ Nil

A1
u.P

t
→ u.P

A2

P
t
→ P ′, Q

t
→ Q′, P | Q 6

τ
→

P | Q
t
→ P ′ | Q′

Pa1
P

t
→ P ′, Q

t
→ Q′

P + Q
t
→ P ′ + Q′

S

Here we mention the rules that are new with respect to CCS. AxiomsA1, A2 allow arbitrary idling.
Concurrent processes can idle only if there is no possibility of an internal communication (Pa1). A run
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of time is deterministic (S). Regarding behavioral relations we will work with the timed version of weak
trace equivalence. Note that here we will use also a concept of observations which contain complete
information which includes alsoτ actions and not just actions fromA andt action as it is in [10]. For
s = x1.x2. . . . .xn, xi ∈ Actt we writeP

s
→ instead ofP

x1→
x2→ · · ·

xn→ and we say thats is a trace of
P . The set of all traces ofP will be denoted byTr(P ). We will write P

x
⇒ P ′ iff P (

τ
→)∗

x
→ (

τ
→)∗P ′

andP
s
⇒ instead ofP

x1⇒
x2⇒ · · ·

xn⇒. By ε we will denote the empty sequence of actions, bySucc(P )
we will denote the set of all successors ofP andSort(P ) = {x|P

s.x
−→ for somes ∈ Actt?}. If the set

Succ(P ) is finite we say thatP is finite state.

Definition 2.1. The set of weak timed traces of processP is defined as
Trw(P ) = {s ∈ (A ∪ {t})?|∃P ′.P

s
⇒ P ′}. Two processP andQ are weakly timed trace equivalent

(P ≈w Q) iff Trw(P ) = Trw(Q).

Now we add probabilities to TPA calculus. We will follow alternating model (the approach presented
in [23]) which is neither reactive nor generative nor stratified (see [25]) but instead of that it based on
separation of probabilistic and nondeterministic transitions and states. Probabilistic transitions are not
associated with performing of actions but labeled only withprobabilities. In so called probabilistic states
a next transition is chosen according to probabilistic distribution. For example, processa.(0.3.b.Nil ⊕
0.7.(a.Nil + b.Nil)) can perform actiona and after that it reaches the probabilistic state and from this
state it can reach with probability 0.3 the state where only action b can be performed or with probability
0.7 it can reach the state where it can perform eithera or b (see Fig. 1).

Note that resented approach slightly differs from the Calculus for Communicating with Time and
Probabilities ([23]), where first probabilities are added to CCS and later time is added but without an
explicit special time action. r
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Figure 1. a.(0.3.b.Nil ⊕ 0.7.(a.Nil + b.Nil))

Formally, to add probabilities to TPA calculus we introducea new operator
⊕

i∈I qi.Pi, qi being real
numbers in(0, 1] such that

∑
i∈I qi = 1. Processes which can perform as the first action probabilistic

transition will be called probabilistic processes or states (to stress thatP is non-probabilistic process
we will sometimes writePN if necessary). Hence we require that allPi processes in

⊕
i∈I qi.Pi and

in P1 + P2 are non-probabilistic ones. By pTPA we will denote the set ofall probabilistic and non-
probabilist processes and all definitions and notations forTPA processes are extended for pTPA ones.
We need new transition rules for pTPA processes. We mention only three rules which are significantly
different from those ones for TPA.

PN
1
→ PN

A3 ⊕
i∈I qi.Pi

qi→ Pi

A4

P
q
→ P ′, Q

r
→ Q′

P | Q
q.r
→ P ′ | Q′

Pa2
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For probabilistic choice we have the ruleA4 and for a probabilistic transition of two processes
running in parallel we have the rulePa2. The technical ruleA3 enables parallel run of probabilistic

and non-probabilistic processes by allowing to non-probabilistic processes to perform
1
→ transition and

hence the rulePa2 could be applied.
Introducing probabilities to process algebras usually causes several technical complications. For ex-

ample, an application of the restriction operator to probabilistic process may lead to unwanted deadlock
states or to a situation when a sum of probabilities of all outgoing transitions is less than 1. A normaliza-
tion is usually applied to overcome similar situations. We do not need to resolve such situations on the
level of pTPA calculus since we will use only relative probabilities of sets of computations. To compute
these probabilities normalization will be also exploited but only as the very last step.

3. Information Flow

In this section we will formalize a notion of passive and active timing attacks based on a non-probabilistic
and later on probabilistic information flow between invisible (classified, private) and visible (public)
system activities. We assume that an attacker is just an eavesdropper who can see a part of the system
behavior and who tries to deduce from this some private information. In the case of timing attacks
time of occurrences of observed events plays a crucial role,timing of actions represents a fundamental
information.

To formalize the attacks we do not divide actions into publicand private ones as it is done for non-
interference properties, see for example in [14, 6] but instead of this we use a more general and more
flexible concept of observations. This concept was recentlyexploited in [3] and [4] in a framework of
Petri Nets and transition systems, respectively, where a concept of opacity is defined with the help of
observations.

First we propose a concept of non-probabilistic Non-Information Flow (NIF) property which could be
seen as a special case of the opacity property. The concept ofopacity is rather strong and it is undecidable
even for finite state processes. In the case of NIF property werestrict both power of observations and
power of predicates over traces (see [4]). On the other side we get decidable security property for finite
state systems. Note that NIF property is more general (see [16]) than Strong Nondeterministic Non-
Interference property (see [10]).

Definition 3.1. An observationO is a mappingO : Actt → Actt∪{ε} such thatO(t) = t and for every
u ∈ Act,O(u) ∈ {u, τ, ε}.

An observation expresses what can an observer - eavesdropper see from a system behaviour. It cannot
rename actions but only hide them completely (O(u) = ε) or indicate just a performance of some action
but its name cannot be observed (O(u) = τ ). Observations can be naturally generalized to sequences of
actions. Lets = x1.x2. . . . .xn, xi ∈ Actt thenO(s) = O(x1).O(x2). . . . .O(xn). Since the observation
expresses what an observer can see we will alternatively useboth terms (observation - observer) with
the same meaning. Note that in [4] observations defined in Definition 3.1 are called static, in contrast to
dynamic or orwellian ones, for which an observation of an event might depend on previous events or on
a (part) of a whole trace of actions, respectively. In that cases, an infinite memory is needed to compute
observations.
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3.1. Non-probabilistic Passive attacks

In general, systems respect the property of privacy if thereis no leaking of private information, namely
there is noinformation flowfrom the private level to the public level. This means that the secret behavior
cannot influence the observable one, or, equivalently, no information on the observable behavior permits
to infer information on the secret one. Moreover, in the caseof timing attacks, timing of actions plays
a crucial role. In the presented setting private actions arethose that are hidden by observationO, i.e.
such actionsa thatO(a) ∈ {τ, ε} and for public actions we haveO(a) = a i.e the observer can see
them. Now we are ready to define Non-Information Flow property (NIF) for TPA processes. First some
notations are needed. An occurrence ofx action in a sequence of actionss we will indicate byx ∈ s
i.e. x ∈ s iff s = s1.x.s2 for somes1, s2 ∈ Actt? and forS ⊆ Actt we indicateS ∩ s 6= ∅ iff x ∈ s
for somex ∈ S otherwise we writeS ∩ s = ∅. By s|S we will denote strings restricted to the set of
actionsS i.e s|Actt\S = s if S ∩ s = ∅. Clearly, NIF property has to be parameterized by observationO
and by a set of private actionsS which occurrences are of interest. In other words, processP has NIF
property if from its observation (given byO) it cannot be deduced that some of given private actions (S)
were performed. We expect a consistency betweenO andS in the sense that the observation does not
see actions fromS. The formal definition follows.

Definition 3.2. Let O be an observation andS ⊆ A such thatO(a) ∈ {τ, ε} for a ∈ S. We say that
processP hasNIFS

O property (we will denote this byP ∈ NIFS
O) iff wheneverS ∩ s1 6= ∅ for some

s1 ∈ Tr(P ) such thatO(s1) 6= ε then there existss2 ∈ Tr(P ) such thatS∩s2 = ∅ andO(s1) = O(s2).

Informally, processP hasNIFS
O property if an observer with an observation given byO (note

that (s)he can always see timing of actions) cannot deduce that processP has performed a sequence of
actions which includes some private (secrete) actions fromS. In other words,P ∈ NIFS

O means that
observerO cannot deduce anything about performance of actions fromS and henceP is robust against
corresponding attacks. ByNIFS

O we will denote also the set of processes which haveNIFS
O property.

(Note that NIF property defined in [16] is slightly differentfrom the presented one).

Example 3.1. Let P = ((b.t.c̄ + a.c̄)|c) \ {c} andO(a) = O(b) = ε,O(τ) = τ . The observer given

by O can detect occurrence of the actiona but notb i.e. P ∈ NIF
{b}
O but P 6∈ NIF

{a}
O since from

observing justτ action (without any delay) it is clear that actiona was performed. ut

Example 3.2. LetP = h.Nil andO(h) = ε. ClearlyP ∈ NIF
{S}
O for any{S} sinceP cannot perform

any sequence of actions such thatO(s) 6= ε. ut

In many cases it seems to be sufficient to check occurrence of only one private action instead of a
bigger set, i.e. the casesS = {a} for somea ∈ A. In these cases an observer tries to deduce whether
confident actiona was or was not performed. But even in this simplest possible case the NIF property
is undecidable, but in general it is decidable for finite state processes. For the proof of the following
theorem see [20].

Theorem 3.1. NIF
{a}
O property is undecidable butNIFS

O is decidable for finite state processes if
O(x) 6= ε for everyx ∈ Actt.
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3.2. Probabilistic Passive attacks

Now let us assume a process depicted on Fig. 2 which can perform only one actionh (the one which
is indicated). Let as assume thatO is the identity function except thatO(h) = τ . It can be checked

that the process hasNIF
{h}
O property since performing of actionh is “hidden” by performing ofτ

action. On the other site if on observer can observe many times sequencew.τ.c it can be deduced with
high probability thath has been performed. To formalize this kind of probabilisticinformation flow
we have to reformulate the notion of NIF property. Roughly speaking, NIF property requires that every
occurrence of a classified action is hidden by non-classifiedone. Probabilistic NIF property will require
that relative probability of traces which contain that classified action differs by no more than byδ, where
0 ≤ δ ≤ 1, from probability of those traces which do not contain it butare observed in the same way.

To define probabilistic NIF formally, we need some preparatory work. Let P be a pTPA process and
let P

x1→ P1
x2→ P2

x3→ · · ·
xn→ Pn, wherexi ∈ Actt ∪ (0, 1] for every i, 1 ≤ i ≤ n. The sequence

P.x1.P1.x2 . . . xn.Pn will be called a finite computational path ofP (path, for short), its label is a sub-
sequence ofx1. . . . .xn consisting of those elements which belong toActt i.e. label(P.x1.P1.x2 . . .
xn.Pn) = x1. . . . .xn|Actt and its probability is defined as a multiplication of all probabilities con-
tained in it, i.e. Prob(P.x1.P1.x2 . . . xn.Pn) = 1 × q1 × · · · × qk wherex1. . . . .xn|(0,1] = q1 . . . gk.
The multiset of finite pathes ofP will be denoted byPath(P ). For example, the path(0.5.a.Nil ⊕
0.5.a.Nil).0.5.(a.Nil).a.(Nil) is contained inPath(0.5.a.Nil ⊕ 0.5.a.Nil) two times. There exist a
few techniques how to define this multiset. For example, in [27] a technique of schedulers are used to
resolve the nondeterminism and in [13] all transitions are indexed and hence pathes can be distinguished
by different indexes. In the former case, every scheduler defines (schedules) a particular computation
path and hence two different schedulers determine different pathes, in the later case, the index records
which transition was chosen in the case of several possibilities. The set of indexes for processP consists
of sequencesi1 . . . ik whereij ∈ {0, . . . , n}∪{0, . . . , n}×{0, . . . , n} wheren is the maximal cardinal-
ity of I for subterms ofP of the form

⊕
i∈I qi.Pi. An index records how a computation path ofP could

be derived, i.e. it records which process was chosen in case of several nondeterministic possibilities. If
there is only one possible successor transitions are indexed by1 (i.e. correspondingil = 1) If transition
P

x
→ P ′ is indexed byk (i.e. correspondingil = k) then transitionP + Q

x
→ P ′ is indexed byk.1

and transitionQ + P
x
→ P ′ is indexed byk.2. If transition Pi

x
→ P ′ is indexed byk then transition⊕

i∈I qi.Pi
x
→ P ′ is indexed byk.i, and if transitionsP

x
→ P ′ andQ

x
→ Q′ are indexed byk and l,

respectively, then transitions ofP |Q have indexes from{(k, 0), (0, l), (k, l)} depending on which tran-
sition rule for parallel composition was applied. Every index defines at most one path and the set of all
indexes defines the multisets of pathesPath(P ). Let C,C ⊆ Path(P ) be a finite multiset. We define
Pr(C) =

∑
c∈C Prob(c) if C 6= ∅ andPr(∅) = 0.

Definition 3.3. Let O be an observation andS ⊆ A such thatO(a) ∈ {τ, ε} for a ∈ S. We say that
processP haspδNIFS

O property (we will denote this byP ∈ pδNIFS
O) iff wheneverS∩s1 6= ∅ for some

s1 ∈ Tr(P ),O(s1) 6= ε then there existss2 ∈ Tr(P ) such thatS ∩ s2 = ∅ and|p(T1) − p(T2)| ≤ δ for
T1 = {c|c ∈ Path(P ), S∩ label(c) 6= ∅,O(label(c)) = O(s1)}, T2 = {c|c ∈ Path(P ), S∩ label(c) =
∅,O(label(c)) = O(s1)} and p(T1) = Pr(T1)/(Pr(T1) + Pr(T2)), p(T1) = Pr(T2)/(Pr(T1) +
Pr(T2)).

Roughly speaking, if there is traces1 which contains some classified action fromS then the relative
probability of the set of all traces observed exactly ass1 and containing some classified actions (i.e.
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Figure 2. Process withNIF
{h}
O property

p(T1)) differs by no more than byδ from the probability of the set of all traces observed exactly as
s1 which do not contain any classified action (i.e.p(T2)), i.e. |p(T1) − p(T2)| ≤ δ. Note that we
normalize bothPr(T1) andPr(T2) dividing them by(Pr(T1)+Pr(T2)) so that for the resulting relative
probabilities we have (0 ≤ p(Ti) ≤ 1) andp(T1) + p(T2) = 1. Since we consider only t-guarded
processes and elapsing of time is always observed, the multisetsT1, T2 are finite.

Example 3.3. Let P = a.(h.c.Nil + τ.c.Nil) andO(a) = a,O(c) = c,O(h) = O(τ) = τ . The ob-

server given byO cannot detect occurrence of the actionh i.e. P ∈ NIF
{h}
O . Now let as assume proba-

bilistic version ofP , P ′ = a.(0.99.h.c.Nil ⊕ 0.01.τ.c.Nil) thenP 6∈ pδNIF
{h}
O for δ < 0.98. ut

The probabilistic version of NIF property represents a stronger security property as its non-probabilistic
variant as it is stated in the following Lemma.

Lemma 3.1. pδNIFS
O ⊂ NIFS

O for anyδ, 0 < δ < 1 andO, S such that there existsa ∈ Act such that
O(a) ∈ {τ, ε}.

Proof:
Let P ∈ pδNIFS

O form the first part of Definition 3.3 we have thatP ∈ NIFS
O and hencepδNIFS

O ⊆
NIFS

O . To show that the inclusion is proper we can construct processes similar to the one described in
Example 3.3. ut

Moreover, forδ = 1 probabilistic NIF and non-probabilistic NIF coincide and with smallerδ the
resulting probabilistic NIF is stronger. The both properties are formulated by the following two Lemmas.

Lemma 3.2. p1NIFS
O = NIFS

O .

Proof:
It follows directly from Definition 3.3 thatp1NIFS

O ⊆ NIFS
O . LetP ∈ NIFS

O . For anys1, s1 ∈ Tr(P )
such thatS ∩ s1 6= ∅ there existss2, s2 ∈ Tr(P ) such thatS ∩ s2 = ∅ so we have that for the
corresponding setT2 (see Definition 3.3) we have0 < p(T2) ≤ 1. Hence|p(T1) − p(T2)| ≤ 1 and then
P ∈ p1NIFS

O . ut

Lemma 3.3. pδ1NIFS
O ⊂ pδ2NIFS

O for 0 < δ1 < δ2 ≤ 1 andO, S such that there existsa ∈ Act such
thatO(a) ∈ {τ, ε}.
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Proof:
Directly from Definition 3.3 and by modification of process from Example 3.3 similarly as it was done
in the proof of Lemma 3.1. ut

For the probabilistic version of NIF we can formulate a similar property as that one which holds for
NIF (see Theorem 3.1) and also its proof is similar.

Theorem 3.2. pδNIF
{a}
O property is undecidable butpδNIFS

O is decidable for finite state processes if
O(x) 6= ε for everyx ∈ Actt.

Even if pδNIFS
O is decidable the corresponding algorithms are of exponential complexity. On the

other side the propertypδNIFS
O is compositional in the following sense.

Theorem 3.3. (Compositionality)Let P,Q,Pi ∈ pδNIFS
O , for ı ∈ I. Then

x.P ∈ pδNIFS
O if x 6∈ S

P + Q ∈ pδNIFS
O

⊕
qi.Pi ∈ pδNIFS

O if it holds that whenevers ∈ Tr(
⊕

qi.Pi), S ∩ s 6= ∅ thans ∈ Tr(Pi) for
everyi

P [f ] ∈ pδNIFS
O for anyf such thatf(S) ⊆ S

P \ M ∈ pδNIFS
O for anyM,M ⊆ S.

Proof:
We will prove the first three cases which are the most interesting ones.

(1) LetP ∈ pδNIFS
O andS ∩ s1 6= ∅ for somes1 ∈ Tr(x.P ). Clearlys1 6= x sincex 6∈ S. Hence

let s1 = x.s′1, S ∩ s′1 6= ∅ ands′1 ∈ Tr(P ). SinceP ∈ pδNIFS
O there then|p(T1) − p(T2)| ≤ δ for

corresponding setsT1 andT2 (see Definition 3.3). But sincex 6∈ S we have also|p(T ′
1) − p(T ′

2)| ≤ δ
for corresponding computation pathes ofx.P (clearlyp(T ′

1) = p(T1) andp(T ′
2) = p(T2))).

(2) LetP,Q ∈ pδNIFS
O andS∩s1 6= ∅ for somes1 ∈ Tr(P +Q). Without lost of generality we can

assume thats1 ∈ Tr(P ). SinceP ∈ pδNIFS
O there existss2 ∈ Tr(P ) such thatS ∩ s2 = ∅ and clearly

s2 ∈ Tr(P + Q). To complete this part of the proof we need to show that|p(TP+Q
1 ) − p(TP+Q

2 )| ≤ δ.
We have that|p(TP+Q

1 )− p(TP+Q
2 )| = |Pr(TP

1 ∪ TQ
1 )/(Pr(TP

1 ∪ TQ
1 ) + Pr(TP

2 ∪ TQ
2 ))− Pr(TP

2 ∪

TQ
2 )/(Pr(TP

1 ∪ TQ
1 ) + Pr(TP

2 ∪ TQ
2 ))| = |Pr(TP

1 ) + Pr(TQ
1 )/(Pr(TP

1 ) + Pr(TQ
1 ) + Pr(TP

2 ) +

Pr(TQ
2 ))− (Pr(TP

2 ) + Pr(TQ
2 ))/(Pr(TP

1 ) + Pr(TQ
1 ) + Pr(TP

2 ) + Pr(TQ
2 ))| whereTP+Q

i , TQ
i , TP

i

are corresponding multisets of computational pathes. The rest of the proof follows from the inequations
|Pr(TP

1 ) − Pr(TP
2 )| ≤ δ.(Pr(TP

1 ) + Pr(TP
2 )) and|Pr(TQ

1 ) − Pr(TQ
2 )| ≤ δ.(Pr(TQ

1 ) + Pr(TQ
2 ))

given by the assumption thatP,Q ∈ pδNIFS
O .

(3) Let S ∩ s1 6= ∅ for somes1 ∈ Tr(
⊕

qi.Pi) clearly there existss2 ∈ Tr(
⊕

qi.Pi) such that
S ∩ s2 = ∅. By assumption we know thats1 can be performed by all processesPi and so we have
Pr(T

�
qi.Pi

1 ) = q1.P r(TP1

1 )+ · · ·+qk.P r(TPk

1 ) andPr(T
�

qi.Pi

2 ) = q1.P r(TP1

2 )+ · · ·+qk.P r(TPk

2 ).

Clearly, we have|p(T
�

qi.Pi

1 ) − p(T
�

qi.Pi

2 )| ≤ δ ut
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Note that in the previous theorem the requirement thatM ⊆ S cannot be omitted in general. This
follows from that fact that observations which completely hide also some actions not belonging toS are
allowed. For example,(0.5.h.Nil + 0.5.l.τ.Nil) \ {l} 6∈ pδNIF

{h}
O but (0.5.h.Nil + 0.5.l.τ.Nil) ∈

pδNIF
{h}
O for O(h) = O(τ) = τ,O(l) = ε and anyδ from [0, 1].

In [12] Focardi and Rossi defined a stronger (persistent) security property which allows to deal with
possibly dynamic attackers and systems “being secure in every state”. We can reformulate this concept
for the probabilistic NIF property.

Definition 3.4. (Persistent Probabilistic NIF )P ∈ Ppδ NIFS
O iff for every P ′, P ′ ∈ Succ(P ) we

haveP ′ ∈ pδNIFS
O .

It can be checked thatP pδNIFS
O is stronger thanpδNIFS

O and hence we have the following property.

Theorem 3.4. P pδNIFS
O ⊂ pδNIFS

O for any nonemptyS and O being different from the identity
function.

Proof:
SinceP ∈ Succ(P ) we haveP pδNIFS

O ⊆ pδNIFS
O . LetS 6= ∅ andO(h) = τ (case whenO(h) = ε

is similar) for someh ∈ S and leta, b 6∈ S. Then forP = τ.(0.5.h.Nil ⊕ 0.5.τ.Nil) we have
P ∈ P pδNIFS

O buth.Nil 6∈ pδNIFS
O and henceP pδNIFS

O ⊂ pδNIFS
On for anyδ. ut

In [16] NIF property is compared with Strong Nondeterministic Non-Interference (SNNI, for short).
We recall its definition (see [10]). Suppose that all actionsare divided in two groups, namely public (low
level) actionsL and private (high level) actionsH i.e. A = L∪H,L∩H = ∅. Then processP has SNNI
property ifP \ H behaves likeP for which all high level actions are hidden for an observer. To express
this hiding we introduce hiding= operatorP/M,M ⊆ A, for which if P

a
→ P ′ thenP/M

a
→ P ′/M

whenevera 6∈ M ∪ M̄ andP/M
τ
→ P ′/M whenevera ∈ M ∪ M̄ . Formal definition of SNNI follows.

Definition 3.5. Let P ∈ TPA. ThenP ∈ SNNI iff P \ H ≈w P/H.

Now we can compareNIFS
O andSNNI properties. Clearly, the former one is more general.

Theorem 3.5. P ∈ SNNI iff P ∈ NIFH
O for O(h) = O(τ) = ε, h ∈ H andO(x) = x, x ∈ L.

Proof:

Part=>. Let P ∈ SNNI andP
s1→ andH ∩ s1 6= ∅,O(s1) 6= ε. Hence we have thatP/H

s′
1→ where

s′1 is equal tos1 except that all actions fromH are replaced byτ in s′1. SinceP ∈ SNNI we have that
P \ H ≈w P/H and so there existss2 such thatP \ H

s2→ ands′1|L = s2|L andH ∩ s2 = ∅. Clearly
P

s2→ and henceP ∈ NIFH
O .

Part<=. Let P ∈ NIFH
O andP/H

s′
1→ i.e . P

s1→ for somes1 such thats1|L = s′1|L.. Without loss
of generality we can assume thatO(s1) 6= ε. Suppose thatH ∩ s1 6= ∅ (otherwise clearlyP/H

s1→).
SinceP ∈ NIFH

O we have that there existss2, P
s2→ such thatH ∩ s2 = ∅ andO(s1) = O(s2). i.e.

s1|L = s2|L. From this we have thatP \H
s2→ i.e. every weak trace ofP/H is the weak trace ofP \H.

The converse is obvious and hence we haveP/H ≈w P \ H i.e P ∈ SNNI. ut
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To compare probabilistic variant of NIF property with SNNI we exploit Lemma 3.1, Lemma 3.2,
Lemma 3.3 and Theorem 3.5 and we get the following theorem which says thatpδNIF

{H}
O is stronger

security property as SNNI and that SNNI can be seen as a special case ofpδNIF
{H}
O for δ = 1.

Theorem 3.6. P ∈ SNNI iff P ∈ pδNIF
{H}
O for someδ, 0 ≤ δ ≤ 1 and forO(h) = O(τ) = ε,

h ∈ H andO(x) = x, x ∈ L.

In [1] a bisimulation based variant of SNNI is defined for probabilistic calculus. We could define
SNNI property for probabilistic calculus in a similar manner.

Definition 3.6. LetP ∈ pTPA. ThenP ∈ pSNNI iff for every s ∈ Actt? we havePr(C1) = Pr(C2)
whereC1 = {c|c ∈ Path(P \ H), label(c) = s} andC2 = {c|c ∈ Path(P/H), label(c) = s}.

A similar property as for SNNI with respect to probabilisticNIF property (see Theorem 3.5) holds
also for pSNNI property and its proof is also similar.

Theorem 3.7. P ∈ pSNNI iff P ∈ p0NIF
{H}
O for O(h) = O(τ) = ε, h ∈ H andO(x) = x, x ∈ L.

We can define SNNI property up to probabilityδ similarly as it is done for NIF property and again
the resulting property corresponds topδNIF

{H}
O property forO(h) = O(τ) = ε. .

Definition 3.7. Let P ∈ pTPA. ThenP ∈ pδSNNI iff for every s ∈ Actt? we have|(Pr(C1) −
Pr(C2))/(Pr(C1) + Pr(C2))| ≤ δ whereC1 = {c|c ∈ Path(P \ H), label(c) = s} andC2 = {c|c ∈
Path(P/H), label(c) = s} andδ ∈ [0, 1].

3.3. Active attacks

Till now we have considered the passive attacks. An intrudercould only observe system behaviour.
Now we will consider more powerful intruders which can employ some auxiliary processes to perform
attacks. There is a natural restriction for such processes in the sense that they cannot perform public
actions (see [9]). An alternative interpretation of this approach is such that it allows us to investigate
security properties of processes as “contexts” for some private activities (expressed by those auxiliary
processes). The context is secure if it does not permit information flow from “inside” to “outside”. First
we formulate the concept of so called active attacks (we willdenote them by indexa) in the framework
of non-probabilistic NIF property.

Definition 3.8. (Active NIF) P ∈ NIFa
S
O (P NIFa

S
O) iff (P |A) ∈ NIFS

O (P NIFS
O) for everyA

such thatSort(A) ⊆ S ∪ {τ, t}.

Active attacks are really more powerful than passive ones (see [16]).

Theorem 3.8. NIFa
S
O ⊂ NIFS

O andP NIFa
S
O ⊂ P NIFS

O.

Again it can be proved (see [16]) that active NIF property is more general than another traces-based
concept of active attacks called Non-Deducibility on Composition (see [11]). Now we we define proba-
bilistic version of active NIF property.
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Definition 3.9. (Active Probabilistic NIF) P ∈ pδNIFa
S
O (P pδNIFa

S
O) iff (P |A) ∈ pδNIFS

O

(P pδNIFS
O) for everyA such thatSort(A) ⊆ S ∪ {τ, t}.

Active probabilistic attacks are really more powerful thanpassive ones.

Theorem 3.9. pδNIFa
S
O ⊂ pδNIF S

O andP pδNIFa
S
O ⊂ P pδNIF S

O.

Proof:
Clearly pδNIFa

S
O ⊆ pδNIF S

O andP pδNIFa
S
O ⊆ P pδNIFS

O. For the rest of the proof we con-
struct processesP1, P2, A such thatP1 ∈ pδNIFS

O but (P1|A) 6∈ pδNIFS
O andP2 ∈ P pδNIFS

O but
(P2|A) 6∈ P pδNIFS

O , respectively. For example, we can consider processesP1 = 0.5.h.l + 0.5.τ.l,
P2 = τ(0.5.h.l + 0.5.τ.l) andA = t.h̄ and letO(h) = τ . ut

For thepδNIFa
S
O we can formulate similar compositional theorem is the one which holds for

pδNIF S
O (see Theorem 3.3). To compare active probabilistic NIF and active non-probabilistic NIF

property we can formulate lemmas similar to Lemma 3.1, Lemma3.2 and Lemma 3.3.
In [16] P NIFS

O is compared with persistent variant of Non-Deducibility onComposition (NDC
for short, see in [11]). This property is based on the idea of checking the system against all high level
potential interactions, representing every possible highlevel process i.e. a system is NDC if for every
high level userA, the low level view of the behaviour ofP is not modified (in terms of trace equivalence)
by the presence ofA. The idea of NDC can be formulated as follows.

Definition 3.10. (NDC)P ∈ NDC iff for every A,Sort(A) ⊆ H ∪ {τ, t}

(P |A) \ H ≈w P \ H

Similarly to Definition 3.4 we define persistent variant of NDC.

Definition 3.11. (Persistent NDC)P ∈ P NDC iff for every P ′, P ′ ∈ Succ(P ) we haveP ′ ∈ NDC.

The the proof of the following Theorem can be found in [16].

Theorem 3.10. P ∈ P NDC iff P ∈ NIFa
H
O for O(h) = O(τ) = ε, for h ∈ H andO(x) = x for

x ∈ L.

Now, similarly to Theorem 3.6, we obtain a result which compares active probabilistic NIF property
with persistent NDC property. More precisely, it says thatpδNIFa

{H}
O is stronger security property as

persistent NDC which can be seen as a special case ofpδNIFa
{H}
O for δ = 1.

Theorem 3.11. P ∈ P NDC iff P ∈ pδNIFa
{H}
O for someδ, 0 ≤ δ ≤ 1 and forO(h) = O(τ) = ε,

h ∈ H andO(x) = x, x ∈ L.
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3.4. Pure Probabilistic Timing attacks

Till now we have omitted a discussion on importance of time information. ProbabilisticpδNIFS
O prop-

erty says that there is no probabilistic information flow about occurrence of actions fromS under obser-
vationO. But in the case that there is an information flow we still cannot say whether this is due to time
information contained in the process description or it is due to untimed part of the system behaviour. To
distinguish these two cases let us consider untimed observationsOt for every observationO which differ
from ordinary ones by ability to hide elapsing of time, i.e.Ot(t) = ε,Ot(x) = O(x) for x 6= t. Now we
can precisely define that system is open to pure timing attacks i.e. the attacks for which time information
plays the crucial role.

Definition 3.12. We say that processP is open to pure probabilistic timing attacks under observation O
to detectS iff P ∈ pδNIFS

Ot
andP 6∈ pδNIFS

O .

In other words system is open to pure timing attacks if there is not information flow only when timing
information is not seen by an observer i.e. the observer cannot see time of action occurrences. Systems
which are open to pure timing attacks might be considered to be safe if they are off-line or they are
accessible only via slow networks.

Example 3.4. Let P = 0.5.t.h.a.Nil ⊕ 0.25.t.τ.a.Nil ⊕ 0.25.τ.a.Nil andO(h) = O(τ) = τ,O(a) =

a. We have thatP 6∈ pδNIF
{h}
O for δ < 1/3 but P ∈ NIF

{h}
O andP is open to pure timing attacks.

That means that this process is insecure only if we consider both probability and time. Otherwise it can
be considered secure.

In practice it is easy to avoid pure timing attacks. Usually it is enough to put some random delays in
critical sections. Actually some known pure timing attacksexploit ”over-optimizations” of implementa-
tions of in general secure algorithms (see for example [24]). Another question is a time precision needed
to perform a pure timing attack (or, on the other hand, how long should be the random delays protecting
system security).

If an intruder cannot measure time with sufficient accuracy or only within a limited time window
systems still might remain safe. In [17, 18] possibilities of an attacker which can observe systems only
for a given limited time or can measure time elapsing between(two or more) actions only with some
given precision are studied. The resulting security properties are more adequate if an attacker cannot
measure time with absolute precision or cannot observe systems for an unlimited time.

4. Conclusions and further work

Timing attacks usually do not break system algorithms themselves but rather their bad, from security
point of view, implementations. For example, such implementations, due to different optimizations,
could result in non-probabilistic or probabilistic dependencies between time of computation and data
to be processed, and as a consequence systems might become open to timing attacks. An attacker can
deduce from time information also some information about private data, despite the fact that safe algo-
rithms were used. Hence the importance of their study for privacy. In this paper we have presented a
formal model which can express robustness of systems with respect to probabilistic timing attacks. This
kind of attacks could not be modeled without probabilistic timed calculus and with ability exploit also
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information on internal actions and hence now we can detect possibility of timing attacks which could
not be detected otherwise. Note that probabilistic NIF properties for passive and active attacks are gener-
alization of the Strong Nondeterministic Non-Interference property (see [10]) and Non-Deducibility on
Composition property (see [11]), respectively.
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