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Abstract. Formalisms for description how much information on privateactions can be obtained by
observing public ones are presented. Two sets of private actions are considered. The set of actions
which execution is guaranteed according to observations and the set of actions which execution is
excluded according to observations. Since information flows could be realized also by means of
different covert channels as time, termination and divergence this possibility is considered as well.
Both qualitative and quantitative dimensions of the flow areconsidered.
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1. Introduction

Traditional security properties are frequently criticized for being either too restrictive or too benevolent.
For example, usually they consider a standard access control process to be insecure since there is always
some (even very small) information flow for an attacker whichtries to learn a password. There are several
ways how to overcome these disadvantages. By means of the Shannon’s information theory it could be
expressed an amount of information leaked as it was done, forexample, in [2, 3] for simple imperative
languages and in [11] for process algebra. Another possibility is to exploit probabilistic theory as it
was used for process algebras in [10]. Resulting techniqueslead to expression how many bits of private
information can leak or how probable is that an intruder can learn a secrete expressed by a predicate over
processes traces.

The aim of this paper is to present an alternative formalismsfor description how much information
on private actions can be obtained by observing public ones.Here we will directly express an amount of
secrete as a subset of private actions which occurrence (andnot occurrence) can be deduced by an intruder
who can observe public behaviour of the system. Since many attacks can be realized by exploiting
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additional information coming from covert channels we willformalize also such situations. We will
consider intruders capable to observe also termination as well as divergence. We show that this leads
to different security properties. Since we will consider concepts as termination, divergence and idling
we first define a simple timed extension of process algebra which enables us to describe precisely the
above mentioned notions. In [1] terminations which could beexploited by an intruder are studied in the
case of a deterministic imperative language. In the framework of process algebras we must use a slightly
different approach. First, resulting transition systems are in general nondeterministic and concept of
inputs/outputs cannot be directly applied and for second, termination, divergence and not termination
has to be considered differently in case of timed process algebra.

The paper is organized as follows. In Section 2 we describe the timed process algebra TPA which
will be used as a basic formalism. In Section 3 we present and investigate different notions of security
based on an absence of information flow realized by direct observations of systems public actions and by
exploiting additional covert channels (mainly termination and divergence). We will express a quality and
quantity of private information leaked as subsets of private actions which occurrence can be deduced
by an intruder and as a subset of private actions which occurrence can be excluded. More precisely,
if an intruder sees processP to perform public actions̃l we define a subset of private actionsg(P, l̃),
which occurrence can be deduced from such observation and subsete(P, l̃), which occurrence can be
excluded according to that observation. We compare resulting security properties and present some of
their properties. Moreover, we propose several numerical measures of systems security. In Section 4 we
present a technique of monitors and we explain how the presented theory could be exploited for their
constructions.

2. Timed Process Algebra

In this section we define Timed Process Algebra, TPA for short. TPA is based on Milner’s CCS (see
[16]) but the special time actiont which expresses elapsing of (discrete) time is added (see also [9]). The
presented language is a slight simplification of the Timed Security Process Algebra (tSPA) introduced
in [5]. We omit the explicit idling operatorι used in tSPA and instead of this we allow implicit idling
of processes. Hence processes can perform either ”enforcedidling” by performingt actions which are
explicitly expressed in their descriptions or ”voluntary idling”. But in both cases internal communica-
tions have priority to actiont in the case of the parallel operator. Moreover we do not divide actions into
private and public ones as it is in tSPA. TPA differs also fromthe tCryptoSPA (see [7]). TPA does not
use value passing and strictly preservestime determinacyin case of choice operator+ what is not the
case of tCryptoSPA.

To define the language TPA, we first assume a set of atomic action symbolsA not containing symbols
τ andt, and such that for everya ∈ A there existsa ∈ A anda = a. We defineAct = A ∪ {τ}, Actt =
Act∪{t}. We assume thata, b, . . . range overA, u, v, . . . range overAct, andx, y . . . range overActt.
Assume the signatureΣ =

⋃
n∈{0,1,2} Σn, where

Σ0 = {Nil}
Σ1 = {x. | x ∈ A ∪ {t}} ∪ {[S] | S is a relabeling function}

∪{\M | M ⊆ A}
Σ2 = {|,+}
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with the agreement to write unary action operators in prefix form, the unary operators[S], \M in postfix
form, and the rest of operators in infix form. Relabeling functions, S : Actt → Actt are such that
S(a) = S(ā) for a ∈ A,S(τ) = τ andS(t) = t.

The set of TPA terms over the signatureΣ is defined by the following BNF notation:

P ::= X | op(P1, P2, . . . Pn) | µXP

whereX ∈ V ar, V ar is a set of process variables,P,P1, . . . Pn are TPA terms,µX− is the binding
construct,op ∈ Σ.

The set of CCS terms consists of TPA terms withoutt action. We will use a usual definition of
opened and closed terms whereµX is the only binding operator. Closed terms which are t-guarded (each
occurrence ofX is within some subexpressiont.A, i.e. between any twot actions only finitely many
non timed actions can be performed) are called TPA processes. Note thatNil will be often omitted from
processes descriptions and hence, for example, instead ofa.b.Nil we will write justa.b.

We give a structural operational semantics of terms by meansof labeled transition systems. The set
of terms represents a set of states, labels are actions fromActt. The transition relation→ is a subset of
TPA× Actt × TPA. We writeP

x→ P ′ instead of(P, x, P ′) ∈ → andP 6 x→ if there is noP ′ such that
P

x→ P ′. The meaning of the expressionP
x→ P ′ is that the termP can evolve toP ′ by performing

actionx, byP
x→ we will denote that there exists a termP ′ such thatP

x→ P ′. We define the transition
relation as the least relation satisfying the inference rules for CCS (see [16]) plus the following inference
rules:

Nil
t→ Nil

A1
u.P

t→ u.P
A2

P
t→ P ′, Q

t→ Q′, P | Q 6 τ→
P | Q t→ P ′ | Q′

Pa1
P

t→ P ′, Q
t→ Q′

P +Q
t→ P ′ +Q′

S

Here we mention the rules that are new with respect to CCS. AxiomsA1, A2 allow arbitrary idling.
Concurrent processes can idle only if there is no possibility of an internal communication (Pa1). A run
of time is deterministic (S). In the definition of the labeled transition system we have used negative
premises (seePa1). In general this may lead to problems, for example with consistency of the defined
system. We avoid these dangers by making derivations ofτ independent of derivations oft. For an
explanation and details see [8]. Regarding behavioral relations we will work with the timed version
of weak trace equivalence. Note that here we will use also a concept of observations which contain
complete information which includes alsoτ actions and not just actions fromA andt action as it is in
[5]. For s = x1.x2. . . . .xn, xi ∈ Actt we writeP

s→ instead ofP
x1→x2→ · · · xn→ and we say thats is a

trace ofP . The set of all traces ofP will be denoted byTr(P ).

We will write P
x⇒M P ′ for M ⊆ A iff P

s1→ x→ s2→ P ′ for s1, s2 ∈ (M ∪ {τ})⋆ andP
s⇒M instead

of P
x1⇒M

x2⇒M · · · xn⇒M . Instead of⇒∅ we will write ⇒ and instead of⇒{h} we will write ⇒h. By ǫ we
will denote the empty sequence of actions and bys ⊑ s′, s, s′ ∈ Actt⋆ we will denote thats is a prefix
of s′. By s ⊑t s′ we will denote thats′ can be obtained froms by insertingt actions tos. For example,
a.t.b ⊑t a.t.t.b. By Sort(P ) we will denote the set of actions (exceptτ ) which can be performed byP
i.e. Sort(P ) = {x|P s.x−→ for somes ∈ Actt⋆ andx 6= τ}.
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Let s ∈ Actt⋆. By |s| we will denote the length ofs i.e. a number of action contained ins. By s|B
we will denote the sequence obtained froms by removing all actions not belonging toB. For example,
|s|{t}| denote a number of occurrences oft in s, i.e. time length ofs.

Definition 2.1. The set of weak timed traces of processP with respect to the setM,M ⊆ A is defined
asTrwM (P ) = {s ∈ (A ∪ {t})⋆|∃P ′.P

s⇒M P ′}. Instead ofTrw∅(P ) we will write Trw(P ).
Two processesP andQ are weakly timed trace equivalent with respect toM (P ≈wM Q) iff

TrwM(P ) = TrwM(Q) and processQ is a trace simulation ofP with respect toM (P �wM Q)
iff TrwM(P ) ⊆ TrwM(Q). Again we will write≈w and�w instead of≈w∅ and�w∅, respectively. We
will write P �t

wM Q if for every s, s ∈ TrwM(P ) there existss′, s′ ∈ TrwM(Q) such thats ⊑t s′.

3. Non-interference

First we define termination-insensitive security (see for example [18]) for imperative programs. We
suppose that the set of variables is divided into two parts - public and private ones.

Definition 3.1. (BTNI) A deterministic program C satisfies batch-job termination-insensitive noninter-
ference (BTNI) if, for any memory (where program variables are stored) M and N that agrees on public
(low) variables, the final memories produced by running C on Mand N also agree on public variables
(provided that both runs terminate successfully).

To translate this notion to process algebra setting we suppose that all actions are divided into two
groups, namely public (low level) actionsL and private (high level) actionsH i.e.A = L∪H,L∩H = ∅.
Moreover, we suppose thatH 6= ∅ andL 6= ∅ and that for everyh ∈ H, l ∈ L we haveh ∈ H, l ∈ L. To
denote sequences of public actions, i.e sequences consisting of actions fromL ∪ {t} and sequences of
private actions fromH, we will use notatioñl, l̃′, . . . for sequences from(L ∪ {t})⋆ (note that elapsing
of time - i.e. t action is also a public action) and̃h, h̃′, . . . for sequences fromH⋆, respectively. The
set of actions could be divided to more than two subsets, whatwould correspond into more levels of
classification. All the following concepts could be naturally extended to such setting.

3.1. Gained private actions

First we define a set of private actions which occurrence can be learned by an intruder who see a process
to perform a sequence of public actionsl̃ (we will call such action as gained actions).

Definition 3.2. LetP ∈ TPA andl̃ ∈ TrwH(P ). Then the occurrence of the set of private action which
can be gained aboutP by public observing̃l is defined as follows:

g(P, l̃) = {h|h ∈ H,P 6 l̃⇒H\{h}}.

According to Definition 3.2 the set of private actionsg(P, l̃) is the one which has to be performed by
P if an intruder seesP to perform public actions̃l.

Example 3.1. LetP = l1.h.l2.Nil+ l1.l2.Nil andP ′ = l1.h.h
′.l2.Nil+ l1.h.l2.Nil. Let l̃ = l1.l2 then

we haveg(P, l̃) = ∅, g(P ′, l̃) = {h}.



D.P. Gruska / Gained and Excluded Private Actions by ProcessObservations 5

If the intruder can observe a longer sequence of public actions then the same or bigger set of private
actions can be gained as it is stated in the following theorem.

Proposition 3.1. Let l̃, l̃′ ∈ TrwH(P ) andl̃ ⊑ l̃′ then we have

g(P, l̃) ⊆ g(P, l̃′).

Proof:

Let h ∈ g(P, l̃). Suppose thath 6∈ g(P, l̃′) i.e. P
l̃′⇒H\{h}. Sincel̃ ⊑ l̃′ we would have alsoP

l̃⇒H\{h}
but this would imply thath 6∈ g(P, l̃). ⊓⊔

As regards compositional properties some of them can be formulated forg(P, l̃) as they are stated in
the next theorem.

Proposition 3.2. Let P,Q ∈ TPA andl̃ ∈ TrwH(P ) ∪ TrwH(Q). Then the following holds:

g(x.P, x.l̃) = g(P, l̃) if x ∈ L (1)

g(τ.P, l̃) = g(P, l̃) (2)

g(x.P, l̃) = g(P, l̃) ∪ {x} if x ∈ H (3)

g(P +Q, l̃) ⊆ g(P, l̃) ∪ g(Q, l̃) (4)

g(P |Q, l̃) ⊆ g(P, l̃) ∪ g(Q, l̃) (5)

g(P \M, l̃) = g(P, l̃)\M if l̃ ∈ TrwH(P \M) (6)

g(P [S], l̃) = g(P, l̃)[S] (7)

g(µXP, l̃) = g(P [µXP/X], l̃) (8)

Proof:
(1) Leth ∈ g(P, l̃) i.e. P 6 l̃⇒H\{h}. From this we have thatx.P 6x.l̃⇒H\{h} and soh ∈ g(x.P, x.l̃) and

vice versa.

(2) Clearlyτ.P 6 l̃⇒H\{h} iff P 6 l̃⇒H\{h}.

(3) We havẽl ∈ TrwH(x.P ) andx.P 6 l̃⇒H\{x} sox ∈ g(x.P, l̃). Forh, h 6= x it holdsh ∈ g(x.P, l̃)

iff h ∈ g(P, l̃).

(4) Leth ∈ g(P +Q, l̃). We haveP +Q 6 l̃⇒H\{h} i.e. P 6 l̃⇒H\{h} andQ 6 l̃⇒H\{h} but l̃ ∈ TrwH(P )

or l̃ ∈ TrwH(Q) and henceh ∈ g(P, l̃) ∪ g(Q, l̃). Note that the equation does not hold: letP =
l.Nil,Q = h.l.Nil, theng(P +Q, l̃) = ∅ andg(P, l̃) ∪ g(Q, l̃) = {h}.

(5) Note that̃l ∈ TrwH(P )∪TrwH(Q) impliesl̃ ∈TrwH(P |Q). Leth ∈g(P |Q, l̃) i.e.P |Q 6 l̃⇒H\{h}.

Suppose thath 6∈ g(P, l̃) ∪ g(Q, l̃) what means thatP
l̃⇒H\{h} andQ

l̃⇒H\{h} but this would lead

to contradiction with the assumption thatP |Q 6 l̃⇒H\{h}. Note thatg(P |Q, l̃) 6= g(P, l̃) ∪ g(Q, l̃)
in general. LetP = l1.h.l2.Nil,Q = l1.h.l2.Nil + l2.Nil then we haveg(P |Q, l1.l2) = ∅ and
g(P, l1.l2) = g(Q, l1.l2) = {h}.
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(6) Leth ∈ g(P \M, l̃) and supposeh 6∈ g(P, l̃)\M . Every execution of public actions̃l performed
by P \ M contains actionh and henceh 6∈ M . So it should hold thath 6∈ g(P, l̃) i.e. we have always

P
l̃⇒H\{h} but since restriction of actions fromM has no influence to these executions we would have a

contradiction with our assumption.

Let h ∈ g(P, l̃)\M . That means thath 6∈ M andP 6 l̃⇒H\{h} but clearly we have alsoP\M 6 l̃⇒H\{h}
soh ∈ g(P \M, l̃).

(7,8) The proofs of these equations are straightforward.
⊓⊔

Now we are prepared to formulate how much information can be gained by observing public activities
of a process. The formal definition follows.

Definition 3.3. Let P ∈ TPA. By g(P ) we will denote the set of private actions which occurrence by
P can be gained (detected) by an intruder observing sequence of public actions

g(P ) =
⋃

l̃∈TrwH (P )

g(P, l̃)

We say that no private information can be gained by observingP if g(P ) = ∅.

Example 3.2. Let as consider the following process:P =
∑

hi.l
i.Nil whereH = {h1, . . . , hn}. It is

easy to see thatg(P, li) = {hi} for everyi, 1 ≤ i ≤ n andg(P ) = H i.e. by observingli an attacker
can learn thathi was performed and an occurrence of every private action can be detected.

Example 3.3. Let as consider the following process:P = h1.l
1. . . . hn.l

n.Nil whereH = {h1, . . . , hn}.
Again, it is easy to see thatg(P, l̃) = g(P ) = H wherel̃ = l1. . . . .ln i.e. by observing̃l an attacker can
learn that all private actionshi were performed.

For g(P ) we could formulate similar composition properties as thoseones formulated in Proposit-
ion 3.2.

Now we can show how the property ”no private information can be gained by observingP ” is related
to another absence-of-information-flow property - Strong Nondeterministic Non-Interference (SNNI, for
short). We recall its definition (see [5]). ProcessP has SNNI property (we will writeP ∈ SNNI)
if P \ H behaves likeP for which all high level actions are hidden for an observer. To express this
hiding we introduce hiding operatorP/M,M ⊆ A, for which it holds ifP

a→ P ′ thenP/M
a→ P ′/M

whenevera 6∈ M ∪ M̄ andP/M
τ→ P ′/M whenevera ∈ M ∪ M̄ . Formal definition of SNNI follows.

Definition 3.4. Let P ∈ TPA. ThenP ∈ SNNI iff P \H ≈w P/H.

Theorem 3.1. If P ∈ SNNI theng(P ) = ∅.

Proof:
Let P ∈ SNNI and suppose thatg(P ) 6= ∅. Hence there existsh, h ∈ H and l̃, l̃ ∈ TrwH(P ) such

thatP 6 l̃⇒H\{h}. But then there exists sequences which contains̃l andh such thats ∈ Trw(P/H) but
s 6∈ Trw(P \H) i.e. P \H 6≈w P/H. ⊓⊔
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The inverse of the previous theorem does not hold as it shows the following example.

Example 3.4. Let P =
∑

1≤i≤n hi.l.Nil andH = {h1, . . . , hn}. Theng(P ) = ∅ butP has not SNNI
property sinceP \ H 6≈w P/H. IndeedP \ H cannot perform the sequence of actionτ.l while P/H
can perform it and an intruder seeingl can deduce that a private action was performed. On the other
side the intruder observing just actionl can in fact learn nothing - it was clear from the beginning that
some private action has to be performed so an intruder gainedby observation no new knowledge and
hence property SNNI could be considered stronger then property g(P ) = ∅ or expressing something
fundamentally different thang(P ) (this will be discussed in more detail in the following subsection). If
we would consider processP ′ = P + l.Nil thenP ′ ∈ SNNI and in this case an intruder learns really
nothing observingl.

The amount of information about performed private actions can be naturally quantified as follows.

Definition 3.5. Let P ∈ TPA. Then the measure of gained private actions by observingP performing
l̃ is defined as follows:

mg(P, l̃) =
|g(P, l̃)|
|H|

and

mg(P ) =
|g(P )|
|H| .

ClearlyP ∈ SNNI impliesmg(P ) = 0 and ifmg(P ) = 1 then all ”secrete” could be discovered
(i.e. g(P ) = H). As a corollary of Proposition 3.1 we have that forl̃, l̃′ ∈ TrwH(P ) andl̃ ⊑ l̃′ we have
mg(P, l̃) ≤ mg(P, l̃′).

In Definition 3.1 it is assumed that both runs terminate successfully. If we translate this concept to
process algebra setting, i.e. if we would consider only terminating traces it would change the situation
significantly.

Example 3.5. Let P be defined as followsP = h1.l
1. . . . hn.l

n.µXτ.t.X whereH = {h1, . . . , hn}.
Clearly, g(P ) = H but if we would consider observation of only terminating traces than an intruder
would gain nothing.

In the following we will formalize the concept of considering only successfully terminating traces.
We will express a termination on semantical level. We introduce a special symbol

√
,
√ 6∈ Actt and a

new derivation rule:

P 6 x→, x ∈ Act and ifP
t→ P ′ thenP = P ′

P
√
→ Nil

and we extend the set of traces accordingly. Note that the requirementP = P ′ from this transition rule
is needed due to transition rules A1, A2 which allow idling for for arbitrary process.

Now we are ready to define the set of private actions which can be gained fromP by public observing
of terminating sequencẽl.

√
.



8 D.P. Gruska / Gained and Excluded Private Actions by ProcessObservations

Definition 3.6. Let P ∈ TPA and l̃.
√ ∈ TrwH(P ). Then the occurrence of the set of private actions

which can be gained fromP by public observing̃l.
√

is defined as follows:

gt(P, l̃.
√
) = {h|P 6l̃.

√
⇒H\{h}}.

The above definition can be extended to all terminating sequences in style of Definition 3.3 and we
get a set of private information which occurrence can be gained by observing terminate sequences i.e.
gt(P ) =

⋃
l̃.
√∈TrwH (P ) g(P, l̃.

√
). Sets of private information gained by observing processeswith or

without termination detection are in general incomparableas it is stated in the following theorem.

Theorem 3.2. There exist processesP andQ such thatgt(P ) ⊂ g(P ) andg(Q) ⊂ gt(Q).

Proof:
It can be checked that for processP from Example 3.5 we havegt(P ) = ∅ and g(P ) = H. Let
Q = h.l.Nil + l.l′.Nil it is easy to check thatg(Q) = ∅ andgt(Q) = {h}. ⊓⊔

Example 3.6. Now let us consider the following processP = l.Nil + h.µXτ.t.X. We haveg(P ) =
gt(P ) = ∅ but occurrence of performing of private actionh can be detected if an attacker can recognize
a divergent behavior of the process.

The previous example leads us to a new concept of informationgained by observing divergence (for
example, by power consumption covert channel). First let asdefine divergence in TPA setting. We say
that a processP diverge (this will be denoted asP ⇑) if it can perform an infinite sequence of actions
containing only infinite number ofτ actions andt actions. Note that since we consider only t-guarded
processes any infinite sequence has to contain infinite number of t actions.

Definition 3.7. Let P ∈ TPA. Then the occurrence of the set of private action which can begained
from P by public observing̃l and recognizing process divergence is defined as follows:

gd(P, l̃) = {h|P l̃⇒H P ′, P ′ ⇑ andP 6 l̃⇒H\{h} P
′′, P ′′ ⇑}.

Again we definegd(P ) a union ofgd(P, l̃) for all l̃ formally we havegd(P ) =
⋃

l̃∈TrwH (P ) gd(P, l̃).

Example 3.7. Let P = l.Nil + h.l.Nil.µXτ.t.X. It is easy to check thatg(P ) = gt(P ) = ∅, gd(P ) =
{h}.

As regards a compositional property, similar theorem to Proposition 3.2 could be formulated for
gd(P ).

Also as regards a relationship betweeng(P ), gt(P ) andgd(P ), a similar property as it is stated in
Theorem 3.2 holds, i.e. all of them are different. The relationship can be depicted in the following
figure 1.
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Figure 1. Gained actions relationship

3.2. Excluded private actions

In this subsection we will examine which private action could be excluded by an intruder observing a
process. We start with a motivation example.

Example 3.8. (Access control process)
Let Psw be a set of all possible passwords. Let us consider a simple access control process defined
as follows (the set of high level actionHPsw consists of actionshw, w ∈ Psw and actions̄llogin,

l̄access denied, lw, w ∈ Psw are low level actions).

P = lv.hv.l̄login.Nil +
∑

u∈Psw,u 6=v

lu.hv .l̄access denied.Nil

This process could represent, for example, an access to safe-deposit where no name of a bank client
is required just a private key (or pin code - i.e. some password, in general). An attacker tries to guess
the correct password. (S)he entersu what is modeled by performing low level actionlu ((s)he can
see/observe what he tries - a public actionlu could be ”observed”.) The guessed password (u) is com-
pared with the correct one (v, represented by high level actionhv, which is unknown for the attacker). If
the attacker observes public sequencel̃ = lu.l̄access deniedthen (s)he can learn, thatu is not the correct
password so (s)he can gain some information about the correct one - since the correct one is from the
reduced setPsw\{u}. Note thatg(P, l̃) = gd(P, l̃) = gt(P, l̃) = ∅ and hence to describe the knowledge
obtained by an attacker observingl̃ we need a new concept.

Definition 3.8. Let P ∈ TPA. Then the occurrence of the set of private action which can beexcluded
by observingP performing public actioñl (i.e. l̃ ∈ TrwH(P )) is defined as follows:

e(P, l̃) =
⋂

P
l̃⇒M

H \M

Example 3.9. (Access control process, continuation)
It is easy to check thate(P, l̃) = {hu}. If we would consider the following modification ofP

P ′ = µX(lv .hv.l̄login.t.X +
∑

u∈Psw,u 6=v

lu.hv.l̄access denied.t.X)

then an intruder can exclude all wrong passwords. Usual solutions of this security hole are made either
by limiting a number of attempts to enter a password or by putting longer time delays till the system is
ready to read a new password.
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Example 3.10. Let us consider processR = h1.l1.Nil + h2.l1.Nil + h3.l2.Nil + h4.l2.Nil andH =
{h1, h2, h3, h4}. We havee(R, l1) = {h3, h4}, e(R, l2) = {h1, h2} but g(R) = ∅. This means that, in
general, the concept of excluded actions by an observation cannot be covered by gained actions even if
we consider all possible observations of a process (g(R)) (see also Theorem 3.3 for one observation).

If we have thate(P, l̃) = ∅ that means that an intruder after observingl̃ cannot exclude occurrence
of any private action.

Note that an analogy to Proposition 3.1 does not hold for excluded actions as it is illustrated by the
following example.

Example 3.11. LetH = {h} andP = l1.h.l.2.Nil. Thene(P, l̃) = h, e(P, l̃′) = ∅ for l̃ = l1, l̃′ = l1.l2
i.e. e(P, l̃) 6⊆ e(P, l̃′) for l̃ ⊑ l̃′.

On the other side, let us consider processP = l1.h.l2.Nil + l1.l2.l3.Nil. For l̃ = l1.l2, l̃′ = l1.l2.l3
we havee(P, l̃) = ∅, e(P, l̃′) = {h} and so neithere(P, l̃) 6⊇ e(P, l̃′) for l̃ ⊑ l̃′.

There is no direct correlation between setsg(P, l̃) ande(P, l̃) since there are processes such that for
one is the former set empty and the later nonempty and vice versa. If both of them are empty, that means,
that an intruder can learn practically nothing on private actions by observing processP and seeing it to
perform l̃. In some senseg(P, l̃) ande(P, l̃) are complementary as it is stated in the following theorem.

Theorem 3.3. For every processP and everỹl, l̃ ∈ TrwH(P ) it holds g(P, l̃) ∩ e(P, l̃) = ∅ and∅ ⊆
g(P, l̃) ∪ e(P, l̃) ⊆ H.

Proof:
Let h ∈ g(P, l̃). We now that every execution of sequence of visible actionl̃ has to containh i.e. if

P
l̃⇒M thenh ∈ M . That meansh 6∈ H \M i.e. h 6∈ e(P, l̃). As regards the second part of the theorem

let us consider processP = l.Nil + h.l.Nil. We haveg(P, l) = e(P, l) = ∅. If we considerH = {h}
then we see thatg(P, l̃) ∪ e(P, l̃) = H i.e. ⊆ cannot be replaced by⊂. ⊓⊔

Now we can define a set of private actions which occurrence could be excluded by the set of obser-
vationsO. Note, that for gained actions we considered all possible observations but here it seems to be
more appropriate to have possibility to consider only a subset of them (see Example 3.12).

Definition 3.9. Let P ∈ TPA. Then the occurrence of the set of private action which executions could
be excluded by the set of observationsO,O ⊆ TrwH(P ) is defined as follows:

eO(P ) =
⋃

l̃∈O
e(P, l̃)

Example 3.12. (Access control process, continuation)
Let us consider the following set of observationsO = {lu.l̄access denied|u ∈ HPsw}. TheneO(P ) =
HPsw \ {hv} wherehv is the correct password. Hence an intruder can learn this password.

Example 3.13. Let us consider processR form Example 3.10 andO = {l1, l2}. Then we haveeO(R) =
H i.e. in this particular caseeO(R) does not express anything useful for an intruder.
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We can again quantify an amount of information on excluded private actions gained by observations.
In this way we get a numerical expression of an appropriate level of security. High numbers (closer to 1)
correspond to less secure systems.

Definition 3.10. LetP ∈ TPA. Then the measure of excluded private actions by observingP perform-
ing l̃ andO,O ⊆ TrwH(P ) is defined as follows:

me(P, l̃) =
|e(P, l̃)|
|H|

and

me(P,O) =
|eO(P )|
|H| ,

respectively.

Example 3.14. (Access control process, continuation)
Let |HPsw| = n and let an intruder observes actionsl̃, l̃ = lu.l̄access deniedperformed byP . Then

me(P, l̃) = 1
n

andme(P,O) = (n− 1)/n. In general, smaller values ofme correspond to higher levels
of system security.

Also for sets of excluded private actions we could define an exploitation of additional covert channels
as termination and divergence as it was done for sets of gained private actions. For resulting concepts we
would have similar properties as they are presented in the previous subsection. Instead of that we will
focus on elapsing of time.

3.3. Time Observations

Till now have not taken special care on elapsing of time. Considering time allows us to introduce an
alternative measurements to process security asmg andme. Roughly speaking, an amount of gained
information has to be related to time needed for corresponding observations (attacks).

Example 3.15. Let P = l.tn.h.l.Nil + l.tn−1.l.Nil and l̃ = l.tn.l. Clearly we have g(P,l̃) = {h} put
for any sequencẽl′, |l̃′|{t}| < n we haveg(P, l̃) = ∅.

The above mentioned example leads us to the following alternative measures of systems security.

Definition 3.11. LetP ∈ TPA, l̃ ∈ TrwH(P ) andM ⊆ H. Then we define

tg(P, l̃) =
|g(P, l̃)|
|l̃|{t}|

and

mtg(P,M) = min
k

{k|k =
∑

|l̃i|{t},
⋃

g(P, l̃i) = M} if such l̃i exists

= ∞ otherwise.
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Measuretg(P, l̃) expresses a relation between a number of private actions gained by an observation
and (time) length of this observation. LetP = l.tm.h.l, l̃ = l.l thentg(P, l̃) = 1/m. A smaller number
expresses more secure processes. Measuremtg(P,M) express minimal (time) length of observations to
learn the setM of private actions. Again, a bigger number means more secureprocess (with respect to
M ). If mtg(P,M) = ∞ thenM cannot be learned at all. Unfortunately, we have no ”numeric” parallel
to Proposition 3.1 as it is stated in the following theorem.

Theorem 3.4. There existP,Q ∈ TPA, l̃, l̃′,∈ TrwH(P ), l̃1, l̃′1,∈ TrwH(Q), l̃ ⊑ l̃′ and l̃1 ⊑ l̃′1 such
that we have

tg(P, l̃′) < tg(P, l̃) andtg(Q, l̃1) < tg(Q, l̃′1).

Proof:
Note that from Proposition 3.1 we know thatg(P, l̃) ⊆ g(P, l̃′) but in this case time length of̃l and l̃′ is
not taken into account. Let us consider processesP = l.h.Nil,Q = tn.l1.Nil + h.tn.l1.t.l2.Nil and
l̃ = l.tn, l̃′ = l.tn+k, k > 0 and l̃1 = tn.l1, l̃

′
1 = tn.l1.t.l2. Then we haveg(P, l̃) = 1/n, g(P, l̃′) =

1/(n + k) andg(Q, l̃1) = 0, g(Q, l̃′1) = 1/(n + 1).
⊓⊔

We can also easily describe timeless observations by putting t action between private actions i.e. an
intruder does not see elapsing of time.

Example 3.16. Let P = l.h.t.l.Nil + l.l.Nil and l̃ = l.l. We haveg(P, l̃) = h but for an intruder who
does not see elapsing of time we would havegt(P, l̃) = ∅ wheregt is a modification ofg such that we
put t among private actions.

The concepts and definitions from previous subsections can be naturally translated for ”timeless
intruders”. Resulting security properties are adequate ifwe can suppose that an intruder has no means to
observe timed behavior of systems with reasonable accuracy.

4. Applications

The previously developed theory allows us to express how much information can be obtained by an
intruder about process’s private actions. Then we can change process design to fulfil some security target
(expressed by, for example, values of functionsmg,me, tg) i.e. we can construct a process which is
more secure then the original one. We will call the new process as a reinforcement of the the old one.
The formal definition follows.

Definition 4.1. We say that processP ′ is reinforcement of processP with respect to gained actions
(denotedP ′ < P ) (gained actions by termination observation (P ′ <t P )/ gained actions by divergence
observation (P ′ <d P ) / excluded actions (P ′ <e P )) iff P ′ �wM P , for M ⊆ L,M ∩ Sort(P ) = ∅
andg(P ′) < g(P ) ( gt(P ′) < gt(P )/ gd(P ′) < gd(P )/ e(P ′) < e(P )). We will speak about timed
reinforcements (indicated by superscriptt ) if we replaceP ′ �wM P byP ′ �t

wM P in the reinforcement
definition.
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In case that we cannot modify the original process we can use atechnique similar to that of enforc-
ing security policy (see [15, 17]). We exploit special processes called monitors. A monitor can modify
behaviour of the process in such a way that the resulting process is, roughly speaking, more secure. Mon-
itors can halt an ”dangerous” execution or suspend or add some actions to trace of actions in such a way
that resulting process (plus monitor) becomes more secure.In this case process does not communicate
with an environment directly but through the monitor (see Fig.2). To define such monitors let us extend
the set of public actionsL by their ghost counterpartsL′ and we introduce bijectionS between them.
We expect from the monitoring that((P [S]|Monitor) \L)[S−1] is (timed) reinforcement of processP .

PH -

�

-

�

H P Monitor

Figure 2. Direct and undirect communications

Example 4.1. (Access control process, reinforcement)
Let us consider access control process from Example 3.9 and the following monitor. Monitor =∑

xi∈LPsw
x̄′1x1.x̄

′
access denied.x̄access denied.x̄

′
2x2.x̄

′
access denied.x̄access denied.xaccess abborted.

The monitor block access after two failed attempts and hencesignificantly lower the value ofme.

Example 4.2. (Timing attacks timed reinforcement)
Timing attacks are special type of attacks when an intruder exploits an information about timing of
actions occurrences. These attacks are very powerful. For example, by carefully measuring the amount
of time required to perform private key operations, attackers may be able to find fixed Diffie-Hellman
exponents, factor RSA keys, and break other cryptosystems (see [13]). This idea was developed in
[4] where a timing attack against smart card implementationof RSA was conducted. Attacks on web
privacy are considered for example in [6]. One way how to avoid timing attacks is to introduce random
delays (from the setI) between public actions. Let us consider the following processMonitor =
µX

∑
x′∈L′,i∈I x̄

′.ti.x.t.X. By appropriate choice ofI we can obtained time reinforcement of process
P i.e. such that((P [S]|Monitor) \ L)[S−1] <t P and hence we can lower the value oftg.

5. Conclusions

We have presented several security concepts based on an information flow. They express which set of
private actions was performed (gained sets) or which set of private actions could be excluded by an
intruder observing systems public actions (excluded sets). The concepts offer a finer security notion with
respect to traditional ones which usually express only thatan intruder can learn that a private action was
performed (for example SNNI or opacity [12]). Moreover the notion excluded actions can be used for
reduction of a space of possible private actions and if the reduction is significant then it really threatens
systems security.

Concepts of gained and excluded sets of private actions are complementary. Roughly speaking, only
systems for which both the sets - gained and excluded privateactions are empty could be considered
fully secure. But since this is a very rare situation we suggest also a numerical expression which offers
us a quantification of security. That means, if the resultingmeasure is small enough the system can still
be considered secure with respect to some given requirements. We have also discussed a measure of
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security which depends on a minimal time length of public observation to obtain some given knowledge
on private actions. This seems to be a realistic notion sinceit takes into account realistic possibilities for
intruders since only rarely there are no restrictions on howlong systems can be observed. The length of
observations could be limited by system design (for exampleone can try to guess a password only for
limited number of times) or naturally (say that an intruder can learn something significant only after an
observation which takes hundreds of years).

We have investigated also several additional covert channels which could be exploited by an intruder.
Particularly interesting are termination and divergence channels. They can be exploited by an intruder
who can learn that the system is still working but does not react (for example, by power consumption).
We have showed that such an intruder can learn an occurrence of different sets of private actions. It
might happen, for example, that the system is completely secure if an intruder cannot see termination (or
divergence) and vice versa.

Presented formalism allows us to express how much information can be obtained by an intruder about
process private actions. Then we can change process design to fulfil some security target (expressed by,
for example, values of functionsmg,me, tg) i.e. we can construct a new process (called reinforced
one) which is more secure then the original one. Another possibility is to use a technique of monitors
which can block some ”dangerous” executions ore slightly change them so the process together with
its monitor leaks less information. In fact, by blocking thedangerous executions some of the presented
security properties are transformed to safety ones (note that non-interference is not a safety property in
general).
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