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Abstract. Formalisms for analysis of systems of various nature specified by process algebras are
proposed. They allow us to formalize security properties based on an absence of information flow
and properties on system’s integrity. Resulting properties are compared and discussed. We present
also quantification of these properties by means of information theory.
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1. Introduction

We propose formalisms for analysis of systems of various nature specified by process algebras. They
allow us to formalize security properties based on an absence of information flow and properties on
system’s integrity. The presented approach combines several ideas emerged from security theory as
well as its applications. As regards security, first we exploit an idea of an absence of information flow
between public and private system’s behaviour (see [18]). This concept has been many times exploited
in various formalism. In security property called Non-Deductibility on Composition (NDC for short,
see [7]) it is assumed that system’s actions are divided to private and public ones. An information flow
between these two kinds of actions is expressed in the following way: a system has NDC property if
for every high level user A (i.e. the one capable to perform only private i.e. high level actions), the low
level view of the behaviour (seeing only public i.e. low level actions) of P is not modified (in terms of
weak trace equivalence) by the presence of A. In our approach we exploit this idea but we will consider
several intruders which are differently nested inside a system (as it was done in [10, 17]) and later we
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will consider also arbitrary processes not only high level ones. In this way we can check, for example,
quality of various firewalls on different system’s layers with respect to possible Trojan horses, viruses,
and other suspicious processes from given set V . As the next step will formalize the information flow by
opacity (see [3]). Opacity seems to be more suitable for analysis of security and integrity if one needs to
capture more complex information flow then just the flow between private and public actions by means
of a detected/excluded occurrence of a private ones. Note that opacity was already exploited also for
definitions of security properties for process algebras (see [14]) and by means of opacity a diagnosability
(as a complementary concept to security) for P Systems (see [1]) has been defined.

Combining the above mentioned approaches we propose the formalisms for analysis of both: infor-
mation flow security as well as integrity of systems. We define properties as Nested Non-Deducibility,
Diagnosable intruders, Strongly Diagnosable intruders, Diagnosability for processes, Strong diagnos-
ability for processes, Intruders detectable by weak trace equivalence and Strong intruders detectable by
a predicate. These properties express different requirements for systems’s security and integrity (differ-
ent notions of information flow, different notion of sets of possible intruders, different notions of security
holes).

In general, the proposed properties are undecidable but become decidable for some special cases.
Note that same basic notions of the presented approach were already developed in [11]. Here we present
a quantification of these properties by means of information theory (see [12] for quantification of some
(but much simpler) security properties for timed process algebras focused on so called timed attacks).
In this way we can express how much information can be obtained about intruders or about system’s
security with respect to observations or we can express level of system’s robustness with respect to its
integrity.

Contribution. This work extends the previous works by the author: here we investigate and com-
pare some security/integrity properties already suggested and we define and examine some new ones
(Persistent Nested Non-Deducibility and some detectability properties). Note, that originally the name
”diagnosability” appeared in the context of analysis of biological systems ([1]) and we have decided to
keep the name also in this context. Moreover, here we study several different ways how to quantify
presented security/integrity properties. We exploit techniques already developed for simpler security
properties as well as we suggest new ones.

Organization of the paper. In Section 2 we describe Context process algebra (CTA, for short) which
will be used as a basic formalism. In Section 3 we present and investigate the notion of diagnosability
of intruders. Section 4 is devoted to quantification of diagnosability and in Section 5 we present and
investigate other variants of diagnosability.

2. Context Process Algebra

In this section we define our working formalism - contexts process algebra (CPA). It is based on Milner’s
CCS (see [20]) which is extended by placeholders to specify processes contexts. To define the language
CPA, we first assume a set of atomic action symbols A not containing symbols τ , and such that for every
a ∈ A there exists a ∈ A and a = a. We define Act = A ∪ {τ}. We assume that a, b, . . . range
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over A and x, y, . . . range over Act. Assume the signature Σ = Σ0 ∪ Σ1 ∪ Σ2, where

Σ0 = {Nil}
Σ1 = {x. | x ∈ Act} ∪ {[S] | S is a relabeling function}

∪{\M | M ⊆ A}
Σ2 = {|,+}

with the agreement to write unary action operators in prefix form, the unary operators [S], \M in postfix
form, and the rest of operators in infix form. Relabeling functions, S : Act → Act are such that
S(a) = S(ā) for a ∈ A, and S(τ) = τ .

The set of CPA terms over the signature Σ is defined by the following BNF notation:

P ::= X | A | op(P1, P2, . . . Pn) | µXP

where X ∈ V ar, V ar is a set of process variables, A ∈ PH , PH is a set of process placeholders,
P, P1, . . . Pn are CPA terms, µX− is the binding construct, op ∈ Σ. The set of CPA processes consists
of closed CPA terms. The set of CCS processes consists of CPA processes without placeholders.

Let P be a CPA process with (all) placeholders A1, . . . ,An. We will indicate this by P [A1, . . . ,An].
CCS process obtained from from P [A1, . . . ,An] by replacing placeholders Ai by CCS processes Ai will
be indicated by P [A1/A1, . . . ,An/An]. Note that Nil will be often omitted from processes descriptions
and hence, for example, instead of a.b.Nil we will write just a.b. A structural operational semantics
for CPA terms is given by means of labeled transition systems basicly the same as the one for CCS (see
[20]).

For s = x1.x2. . . . .xn, xi ∈ Act we write P
s→ instead of P x1→x2→ · · · xn→ and we say that s is

a trace of P . The set of all traces of P will be denoted by Tr(P ). By ϵ we will denote the empty
sequence of actions, by Succ(P ) we will denote the set of all successors of P and Sort(P ) = {x|P s.x−→
for some s ∈ Act⋆ and x ̸= τ}. If the set Succ(P ) is finite we say that P is finite state. In the later we

will use the weak trace equivalence and bisimulation.

Definition 2.1. The set of weak traces of process P is defined as Trw(P ) = {s ∈ (A∪ {t})⋆|∃P ′.P
s⇒

P ′}. Two process P and Q are weakly trace equivalent (P ≈w Q) iff Trw(P ) = Trw(Q). We say that
process P is t-simulated by process Q (P ≼w Q) iff Trw(P ) ⊆ Trw(Q).

Definition 2.2. Let ( CCS, Act,→) be a labelled transition system (LTS). A relation ℜ ⊆ CCS×CCS is
called a bisimulation if it is symmetric and it satisfies the following condition: if PℜQ and P

x→ P ′, x ∈
Act, then there exists a process Q′ such that Q x→ Q′ and P ′ℜQ′. Two processes P,Q are bisimilar,
abbreviated P ∼ Q, if there exists a strong bisimulation relating P and Q.

Let us have a system described by CCS process P . Suppose that there are places in the system where
an intruder or intruders can be put. We indicate those places by placeholders and the resulting CPA
process will be called its opening. The opening of process can be defined on syntactical or semantical
level. For simplicity we will use the later one.

Definition 2.3. Let P be a CCS process. Opening of P is any CPA process Q[A1, . . . ,An] such that
P ∼ Q[A1/Nil, . . . ,An/Nil].
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3. Diagnosable intruders

The first inspiration for our work is the security property Non-Deducibility on Composition (NDC for
short, see in [7]). Suppose that all actions are divided in two groups, namely public (low level) actions L
and private (high level) actions H i.e. A = L∪H,L∩H = ∅. Then process P has property NDC if for
every high level user A, the low level view of the behaviour of P is not modified (in terms of weak trace
equivalence) by the presence of A. The idea of NDC can be formulated as follows.

Definition 3.1. (NDC) P ∈ NDC iff for every A,Sort(A) ⊆ H ∪ {τ}

(P |A) \H ≈w P \H.

Note that in the case of NDC, only one attacker is considered and it communicates with the system
on the top most level (non-nested attacker) and the system with and without the attacker are compared
on level of weak traces. Our formalism of context process algebra allows us to model several intruders
which can be nested arbitrary inside the system. In style of NDC we could define nested non-deducibility.

Definition 3.2. Let P be CPA process. We say that P has a property Nested Non-Deducibility (P ∈
NND, for short) if

P [A1/Nil, . . . ,An/Nil] \H ≈w P [A1/A1, . . . ,An/An] \H

for every Ai, Sort(Ai) ⊆ H ∪ {τ}, 1 ≤ i ≤ n.

Example 3.3. In general we have NND ⊆ NDC since clearly NDC is a special case of NND property.
Let P = l1.Nil + (h.l2.Nil) \H It is easy to check that P ∈ NDC but P ̸∈ NND. Hence we have
that NND ⊂ NDC.

The following lemma is preparation for the next proposition which allows us to restrict investigation
of all possible high processed required by definition of NND.

Lemma 3.4. Let P be CPA process and let Ai ≼w A′
i, for Ai, A

′
i, Sort(Ai) ∪ Sort(A i) ⊆ H ∪

{τ}, 1 ≤ i ≤ n. Let Then we have P [A1/Nil, . . . ,An/Nil] \ H ≈w P [A1/A
′
1, . . . ,An/A

′
n] \ H

implies P [A1/Nil, . . . ,An/Nil] \H ≈w P [A1/A1, . . . ,An/An] \H .

Proof:
Clearly we have Trw(P [A1/Nil, . . . ,An/Nil] \H) ⊆ Trw(P [A1/A1, . . . ,An/An] \H) ⊆
Trw(P [A1/A

′
1, . . . ,An/A

′
n] \H). ⊓⊔

As a consequence of the previous Lemma we have the following Proposition. It says that instead of
checking all possible Ai, Sort(Ai) ⊆ H ∪{τ} it is enough to check so called the most powerful process
Top (see also [7]).

Proposition 3.5. Let P [A1/Nil, . . . ,An/Nil]\H ≈w P ′[A1/Top, . . . ,An/Top]\H for CPA process
P and Top = µX

∑
x∈H h.X . Then P ∈ NND.

In [6] Focardi and Rossi defined a security property which allows to deal systems “being secure in
every state”. We can reformulate this concept for NND property.
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Definition 3.6. (Persistent NND) CPA process P has property persistent NND (P ∈ PNND) iff
Succ(P ) ⊆ NND

Note that clearly we have PNND ⊆ NND. The following example shows that the inclusion is proper.

Example 3.7. Let P = τ.l.Nil + τ.(h̄.l.Nil|A). We have that P ∈ NND but for P ′ ∈ Succ(P ), P ′ =
(h̄.l.Nil|A) we have P ′ ̸∈ NND and hence P ∈ PNND.

The definitions of persistent PNND properties contain two universal quantifications (over all possible
intruders and successors). To avoid both of them (quantification over intruders can be done as in Propo-
sition 3.5) we exploit an idea introduced by Bossi, Focardi, Piazza and Rossi ([2]). First we introduce a
low level observation equivalence (with respect to relation ≍) which relates processes indistinguishable
from the low level point of view.

Definition 3.8. (Equivalence on Low Actions) Let ≍ be an equivalence relation over processes. We
say that two processes P and Q are ≍-equivalent on low actions, denoted by P ≍l Q, if P \H ≍ Q\H.

Now we can recall a notion of generalized unwinding condition. Roughly speaking, it requires that
each high level action can be ”simulated” in such a way that it is impossible for a low level user to infer
which high level actions have been performed. All high level actions are required to be simulated in a
way which is transparent to a low level user.

Definition 3.9. (Generalized Unwinding) Let ≍ be an equivalence relation and 7−→ be a binary relation
on processes. The unwinding class (W,≍l, 7−→) is defined as (W,≍l, 7−→) = {P ∈ CPA|∀Q ∈
Succ(P ) if Q h→ R then ∃R′ such that Q 7−→ R′ and R ≍l R′}.

Theorem 3.10. Let P ∈ (W,≈l
w,

τ̂⇒). Then it holds P ∈ PNND.

Proof:
Let P ∈ (W,≈l

w,
τ̂⇒) and let P ′ ∈ Succ(P ). It is enough to show that Trw(P ′[A1/A1, . . . ,An/An]\H)

⊆ Trw(P
′[A1/Nil, . . . ,An/Nil]\H). Let w ∈ Trw(P

′[A1/A1, . . . ,An/An]\H) be the shortest trace
such that
w ̸∈ Trw(P

′[A1/Nil, . . . ,An/Nil] \ H). Last element of w has to be a low level action l. This
action is performed by P ′ itself (note that Sort(Ai) ⊆ H ∪ {τ}) before this action there should be
a private action h such that this action is performed as a communication with some of Ai. But since
P ∈ (W,≈l

w,
τ̂⇒) this action could by ”hide” by τ action(s) and resulting processes have to be in ≈l

w

what is contradiction. ⊓⊔

Note that the inverse of the previous does not hold in general. It would hold for such processes for
which a placeholder is put on the top most level within parallel operator (P |A).

Now we will introduce several modifications of NND property. We begin with generalization of
NND property by considering arbitrary nested processes and a general form of process opening i.e. no
restriction operator has to be applied. While NDC and NND properties express that processes are secure
for high level processes now we can express an integrity feature. In this way, we can check, for example,
quality of various firewalls on different layers of system description with respect to possible Trojan
horses, viruses, and other suspicious processes from given set V .
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Definition 3.11. (Intruders detectable by weak trace equivalence)
Given CPA process P [A1, . . . ,An] and a set V, V = {A1, . . . , An} of CCS processes called intruders.
We say that the intruders V are detectable by weak trace equivalence if

P [A1/Nil, . . . ,An/Nil] ̸≈w P [A1/A1, . . . ,An/An].

We will denote this by P [A1, . . . ,An] ∈ DTV .

The previous property can be seen as a generalization of NDC and NND properties as it is stated in
the following lemma.

Lemma 3.12. P ∈ NDC iff (P |A) \ H ̸∈ DTV for V such that V = {A|sort(A) ⊆ H ∪ {τ}}.
P ∈ NND iff P [A1/A1, . . . ,An/An] \H ̸∈ DTV for V such that V = {Ai|sort(A) ⊆ H ∪ {τ}, 1 ≤
i ≤ n}.

Proof:
If process P has NDC property than an observer can distinguish between an absence and presence of
an intruder A such that sort(A) ⊆ H ∪ {τ} by weak trace equivalence i.e. such the intruder is not
detectable. The proof for NND is similar. ⊓⊔

Now we will generalize an idea of NND property by techniques similar to the ones developed for
intruders diagnosability. Instead of CPA processes we consider CCS processes and all possible places
where intruders or other suspicious processes from given set V could occur.

Definition 3.13. (Strong detectable by weak trace equivalence)
Given CCS process P and a set V, V = {A1, . . . , An} of CCS processes called intruders. We say that
the intruders V are strongly detectable by weak trace equivalence if for every opening P ′[A1, . . . ,An]
of P it holds

P ′[A1/Nil, . . . ,An/Nil]) ̸≈w P ′[A1/A1, . . . ,An/An].

We will denote this by P ∈ SDTV .

Proposition 3.14. NND ⊂ (SDTV )
c for every V, V = {A1, . . . , An}, Sort(Ai) ⊆ H ∪ {τ}, where

(SDTV )
c is the set complement of SDTV .

Proof:
Suppose that P ∈ NND. This means that a presence of nested intruders cannot be detected by an
observer i.e. P does not belong to (SDTV )

c for every V, V = {A1, . . . , An}, Sort(Ai) ⊆ H ∪{τ}. ⊓⊔

Above defined security properties would be appropriate in the case that an attacker can place several
auxiliary processes inside the system in such a way that they can cause some information flow between
private and public actions. But in many occasions division of actions to two static groups (one type of
actions cannot be observed and another one is always observed) is not appropriate. Hence instead of
variants of Non-Deducibility on Composition we will exploit more general concept opacity (see [3]).
First we define observation function O on sequences from Act⋆ as function O : Act⋆ → Θ⋆ where Θ be
a set of elements called observables. An observation function expresses what an observer - eavesdropper
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can see from a system behaviour and we will alternatively use both the terms (observation - observer)
with the same meaning.

Now suppose that we have some security property. This might be an execution of one or more
classified actions, an execution of actions in a particular classified order which should be kept hidden,
etc. Suppose that this property is expressed by predicate ϕ over process traces. Now we would like
to know whether an observer can deduce the validity of the property ϕ just by observing sequences of
actions from Act⋆ performed by given process. The observer cannot deduce the validity of ϕ for P if for
every trace w of P such that ϕ(w) holds, there exists trace w′ such that ¬ϕ(w′) and the traces cannot be
distinguished by an observer (see Fig. 1). We formalize this concept by opacity.

P Observer O
-

-

-

-YES
?
=NO

w′,¬ϕ(w′)

w, ϕ(w)

Figure 1. Opacity observer

Definition 3.15. (Opacity)
Given process P , a predicate ϕ over Act⋆ is opaque w.r.t. the observation function O if for every sequence
w, w ∈ Tr(P ) such that ϕ(w) holds and O(w) ̸= ϵ, there exists a sequence w′, w′ ∈ Tr(P ) such that
¬ϕ(w′) holds and O(w) = O(w′). The set of processes for which the predicate ϕ is opaque with respect
to O will be denoted by OpϕO.

The notion of opacity is rather general. With its help many other security properties can be defined
(anonymity, non-interference etc. see [3]). On the other side, opacity is undecidable even for the simplest
possible observation function, namely for the constant one, and for finite state processes (see [16]).

Now we are ready to to define diagnosability of intruders as a complementary property to opacity.
We start with some notation. For CCS process P we will write ϕ(P ) iff there exists w,w ∈ Tr(P ) such
that ϕ(w) and we write ϕo(P ) iff there exists w,w ∈ Tr(P ) such that ϕ(w) and O(w) = o.

Definition 3.16. (Diagnosable intruders)
Given CPA process P [A1, . . . ,An] and a set V, V = {A1, . . . , An} of CCS processes called intruders.
We say that the intruders V are diagnosable by a predicate ϕ over Act⋆ and by the observation function O
if ϕ(P [A1/A1, . . . ,An/An]) and
P [A1/A1, . . . ,An/An] ̸∈ OpϕO. We will denote this by P [A1, . . . ,An] ∈ DIϕ,OV .

Example 3.17. Let us consider CPA process P = ((h.l1.Nil + l2.Nil)|A) \ {h}, O(l1) = O(l2) = l,
O(h) = O(τ) = ϵ and ϕ(s) holds if s contains l2. Then P ̸∈ DIϕ,O

h̄.Nil
and P ∈ DIϕ,Oh.Nil.

Opacity, as it is defined in Definition 3.15, could be criticized from the both side - as a qualitative
property it might happen that sometimes it is too weak or that in other cases it can be too strong. The
same holds for diagnosability of intruders as it is clear from in the following example.
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Example 3.18. Let us consider process

Pn =
2k∑
i=1

hi.(
2k∑

j=1,j ̸=n

lj .l̄refused + ln.l̄accepted)

and CPA process P = (Pn|A) \ {h1, . . . , h2k}. O(τ) = ϵ, O(x) = x for other actions, and predicate
ϕi such that ϕi(s) holds iff s contains action laccepted. Let Ai = h̄i.Nil. Then P ̸∈ DIϕ,OAi

iff i = n. In
other words detectable are only such intruders which ”know” secrete password hn if we consider process
Pn as a simple access control process. If k is large number, i.e. there are many possible passwords,
then the probability that action laccepted is performed is very low i.e. probability to diagnose an intruder
knowing the password (hn.Nil) is also very low.

To overcame an insufficiency of (qualitative) diagnosability illustrated in the previous examples we
will define quantitative measure of it.

4. Quantification of diagnosability

To define quantification of diagnosability we need some preparatory work. First we recall some basic
concepts of information theory. To express quantity of information flow we will exploit Shannon infor-
mation theory (see [22]). Let X be a discrete random variable and let x ranges over the set of values
which X may take. By p(x) we will denote probability that X takes the value x. Self-information (or
surprisal) is a measure of the information content associated with the outcome of the random variable
X . It is defined as H(x) = logb

1
p(x) . We put H(x) = ∞ if p(x) = 0. The information entropy (also

called self-information or a measure of uncertainty) of the variable X is denoted H(X) and is defined
as H(X) =

∑
x p(x). logb

1
p(x) . We define p(x). logb

1
p(x) = 0 if p(x) = 0. We will work with the

base b of logb equal to 2 and hence the unit of the information entropy will be one bit. Sometimes
we will write H(p1, . . . , pn) instead of H(X) if probabilities of values of X are p1, . . . , pn. Given
two random variables X and Y , the mutual information between them, written I(X;Y ), is defined as
I(X;Y ) =

∑
x

∑
y p(x, y). log

p(x,y)
p(x).p(y) .

4.1. Surprisal and uncertainty of security properties

To exploit information theory we need a way how to express probability of some observations. We
will denote a multiset of finite traces of P by MTr(P ). For example, the trace a.b is contained in
MTr(a.bNil+a.b.c.Nil) two times. There exist a few techniques how to define this multiset, originally
developed for probabilistic process algebras (but here we will assume that all sequences have the same
probability). For example, in [21] a technique of schedulers are used to resolve the nondeterminism
and in [8] all transitions are indexed and hence pathes can be distinguished by different indexes. In the
former case, every scheduler defines (schedules) a particular computation path and hence two different
schedulers determine different pathes, in the later case, the index records which transition was chosen
in the case of several possibilities. The set of indexes for process P consists of sequences i1 . . . ik
where ij ∈ {0, 1, 2} ∪ {0, 1, 2} × {0, 1, 2} . An index records how a computation path of P could
be derived, i.e. it records which process was chosen in case of nondeterminism. If there is only one
possible successor then transitions are indexed by 1 (i.e. corresponding il = 1) If transition P

x→
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P ′ is indexed by k (i.e. corresponding il = k) then transition P + Q
x→ P ′ is indexed by k.1 and

transition Q + P
x→ P ′ is indexed by k.2. If transitions P

x→ P ′ and Q
x→ Q′ are indexed by k

and l, respectively, then transitions of P |Q have indexes from {(k, 0), (0, l), (k, l)} depending on which
transition rule for the parallel composition was applied. Every index defines at most one trace and the set
of all indexes defines the multisets of traces MTr(P ). First we express quantification of an amount of
information flow by means of the simplest concepts and later we develop more elaborated ones. Let O
be an observation function and ϕ be a predicate over traces. Let o ∈ Act⋆. We denote MTr(P )O=o =
{s|s ∈ MTr(P ),O(s) = o} and MTr(P )O=o

ϕ = {s|s ∈ MTr(P ), ϕ(s) ∧ (O(s) = o)}. We define

p(MTr(P )oϕ) = |MTr(P )O=o
ϕ |/|MTr(P )O=o|.

Definition 4.1. Given CPA process P [A1, . . . ,An] and a set V , V = {A1, . . . , An} of CCS processes
called intruders. We define surprisal H(P [V ]O=o

ϕ ) of ϕ for process P , intruders V and observation
o, o ̸= ϵ as

H(P [V ]O=o
ϕ ) = log

1

p(MTr(P [A1/A1, . . . ,An/An])O=o
ϕ )

.

Example 4.2. 3.18 Let us consider CPA process Pn from Example 3.18 and V =
∑2k

i=1 h̄i.Nil and
o = laccepted. Then H(P [V ]O=o

ϕ ) = k.

As it is stated in the following theorem there is a correspondence between a value of H(P [V ]O=o
ϕ )

and predicate opacity and so surprisal can be seen as a quantification of opacity.

Theorem 4.3. P [A1, . . . ,An] ∈ DIϕ,OV iff H(P [V ]O=o
ϕ ) = 0 for every o such that O(o) ̸= ϵ and

ϕo(P [A1/A1, . . . ,An/An]) where V = {A1, . . . , An}.

Proof:
Let P [A1, . . . ,An] ∈ DIϕ,OV and let w ∈ Tr(P [A1, . . . ,An]) such that ϕ(w) and O(w) = o, o ̸= ϵ.
Then there does not exist w′, w′ ∈ Tr(P [A1/A1, . . . ,An/An]) such that ¬ϕ(w′) and O(w) = O(w′).
From this we have p(MTr(P [A1/A1, . . . ,An/An])

O=o
ϕ ) = 1 i.e. H(P [V ]O=o

ϕ ) = 0.
Let H(P [V ]O=o

ϕ ) = 0 for every o such that O(o) ̸= ϵ and let w ∈ Tr(P ) such that ϕ(w) and
O(w) = o. Since H(P [V ]O=o

ϕ ) = 0 we have that p(MTr(P [A1, . . . ,An])
O=o
ϕ ) = 1 i.e. there does not

exist w′, w′ ∈ Tr(P [A1, . . . ,An]) such that ¬ϕ(w′) and O(w) = O(w′) i.e. P [A1/A1, . . . ,An/An] ∈
DIϕ,OV . ⊓⊔

So if H(P [V ]O=o
ϕ ) = 0 then from observation o we have certainty that for corresponding trace(s) of

P predicate ϕ holds. If H(P [V ]O=o
ϕ ) ≥ 1 then it is equally or more probable that ϕ does not hold than it

holds.
For nondeterministic choice of processes we have the following compositionality property.

Proposition 4.4. Let V = {A1, . . . , An} and H(P [V ]O=o
ϕ ) = e1, H(Q[V ]O=o

ϕ ) = e2 then

min{e1, e2} ≤ H((P +Q)[V ]O=o
ϕ ) ≤ max{e1, e2}.
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Proof:
Let |MTr(P [A1/A1, . . . ,An/An])

O=o
ϕ | = n1, |MTr(P [A1/A1, . . . ,An/An])

O=o| = m1 and
|MTr(Q[A1/A1, . . . ,An/An])

O=o
ϕ | = n2, |MTr(Q[A1/A1, . . . ,An/An])

o| = m2. Without loss of
generality we can assume that e1 ≤ e2 i.e. n1/m1 ≤ n2/m2. From that we have n1.m2 ≤ n2.m1.
We have that |MTr(P + Q)[A1/A1, . . . ,An/An]

O=o
ϕ | = n1 + n2 and |MTr(P + Q)[A1/A1, . . . ,

An/An]
O=o| = m1 +m2 and so n1/m1 ≤ (n1 + n2)/(m1 +m2) ≤ n2/m2. ⊓⊔

The definition of predicate opacity (see Definition 3.15) is asymmetric in the sense that if ϕ(w) does
not hold than it is not required that there exist another trace for which it holds (in general OpϕO ̸= Op¬ϕO ).
This means that opacity says something to an intruder which tries to detect only validity of ϕ (if it is
opaque, than validity cannot be detected) but not its non-validity i.e. it says nothing about predicate ¬ϕ.
The same hold for intruder’s diagnosability.

To overcome this disadvantage we introduce a measure of uncertainty of ϕ under observation o. The
uncertainty expresses an amount of information which can be learned by attacker about predicate ϕ.

Definition 4.5. Given CPA process P [A1, . . . ,An] and a set V , V = {A1, . . . , An} of CCS pro-
cesses called intruders (we will write P [V ] instead of P [A1/A1, . . . ,An/An]). We define uncertainty
Hu(P [V ]O=o

ϕ ) of ϕ for process P and observation o, o ̸= ϵ as Hu(P [V ]O=o
ϕ ) = p(MTr(P [V ])O=o

ϕ ).

log 1
p(MTr(P [V ])O=o

ϕ )
+(1− p(MTr(P [V ])O=o

ϕ )). log 1
1−p(MTr(P [V ])O=o

ϕ )
.

The uncertainty expresses how uncertain is predicate ϕ under observation o. The maximal value
(equal to 1) means that probabilities that ϕ holds and that ϕ does not hold are equal. The uncertainty has
a similar relationship to opacity as the surprisal (see Theorem 4.3). Also the proof is similar.

Proposition 4.6. If P [A1, . . . ,An] ∈ DIϕ,OV then Hu(P [V ]O=o
ϕ ) = 0 for every o such that O(o) ̸= ϵ

where V = {A1, . . . , An}.

The inverse implication in Proposition 4.6 does not hold but we have the following property. Its proof
is straightforward.

Proposition 4.7. If Hu(P [V ]O=o
ϕ ) = 0 for every o such that O(o) ̸= ϵ where V = {A1, . . . , An} then

P [A1, . . . ,An] ∈ DIϕ,OV or P [A1, . . . ,An] ∈ DI¬ϕ,OV .

5. Variants of diagnosability

Property Diagnosable intruders suppose that we know the set V of intruders in advance. This is not
always the case and hence we define a property, called Strongly Diagnosable intruders, which does not
expect any set of intruders in advance. In this way we can specify, for example, a quality of strongest
firewalls.

Definition 5.1. (Strongly Diagnosable intruders)
Given CPA process P [A1, . . . ,An]. We say that the intruders are strongly diagnosable by a predicate ϕ
over Act⋆ and by the observation function O for P [A1, . . . ,An] if there exists a set V, V = {A1, . . . ,
An} of CCS processes such that it holds ϕ(P [A1/A1, . . . ,An/An]) and P [A1/A1, . . . ,An/An] ̸∈ OpϕO.
We will denote this by P [A1, . . . ,An] ∈ SDIϕ,O.
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A relationship between Strongly Diagnosable intruders and Diagnosable intruders is given by the
following theorem.

Proposition 5.2. SDIϕ,O =
∪

V,V={A1,...,An},Ai∈CCS DIϕ,OV .

Proof:
Let us suppose that P [A1, . . . ,An] ∈ SDIϕ,O then there exists a set V, V = {A1, . . . , An} of CCS
processes such ϕ(P [A1/A1, . . . ,An/An]) and P [A1/A1, . . . ,An/An] ̸∈ OpϕO. From this we have
P [A1, . . . ,An] ∈ DIϕ,OV . The proof of the inverse inclusion is similar. ⊓⊔

Diagnosability of intruders assumes also that we know possible holes (placeholders in our formalism)
for the intruders in a system specification (as CPA term) and a set of intruders. This is not always the
case and hence we define diagnosability for CCS processes (see for comparison Definition 3.13 of Strong
detectable by weak trace equivalence).

Definition 5.3. (Diagnosability for processes)
Given CCS process P and a set V, V = {A1, . . . , An} of CCS processes called intruders. We say that
the processes V are strongly diagnosable processes by a predicate ϕ over Act⋆ and by the observation
function O if for every opening every P ′ of P it holds P ′[A1/A1, . . . ,An/An]) ̸∈ OpϕO. We will denote
this by P [V ] ∈ DP ϕ,O

V .

A relationship between Diagnosable intruders and Diagnosability for processes is given by the fol-
lowing theorem.

Proposition 5.4. P ∈ DP ϕ,O
V iff P ′[A1/A1, . . . ,An/An] ∈ DIϕ,OV for every opening P ′ of P .

Proof:
The proof follows directly from Definition 2.3 and 5.3. ⊓⊔

No we are ready to define the most general of the previous notions, called Strong diagnosability
for processes, which does not assume that either a possible set of intruders (V ) is known in advance
nor possible placing of these intruders (placeholders). This property generalize the two above defined
properties.

Definition 5.5. (Strong diagnosability for processes)
Given CCS process P and the observation function O. We say that P is strongly diagnosable by a
predicate ϕ over Act⋆ if there exists a set V such that V is strongly diagnosable by ϕ and O. We will
denote this by ∈ SDP ϕ,O.

Proposition 5.6. P ∈ SDP ϕ,O iff P ′ ∈ SDIϕ,O for every opening P ′ of P .

Proof:
The proof follows directly from Definition 2.3 and 5.5. ⊓⊔

As it is clear from the previous theorems that the above mentioned properties have different strengths
as regards diagnosability as well as their complements have different strengths as security properties.
Now we will quantify these properties.
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Definition 5.7. Given CPA process P [A1, . . . ,An]. We define strong surprisal Hs(P [V ]O=o
ϕ ) of ϕ for

process P as
Hs(PO=o

ϕ ) = min{H(P [V ]O=o
ϕ )|V = {A1, . . . , An}, Ai ∈ CCS}.

¿From Theorem 4.3 we know that if Hs(PO=o
ϕ ) = 0 then there exist intruders A1, . . . , An which are

diagnosable for P [A1, . . . ,An], ϕ and O.

Definition 5.8. Given CCS process P and a set V, V = {A1, . . . , An} of CCS processes called intruders.
We define process surprisal Hp(P [V ]O=o

ϕ ) of ϕ for intruders V and observation o, o ̸= ϵ as

Hp(P [V ]O=o
ϕ ) = min{H(P ′[V ]O=o

ϕ )| where P ′ is an openning of P}.

Again, if Hp(P [V ]O=o
ϕ ) = 0 then there exists an opening P ′ of P such that intruders V = {A1, . . . , An}

are diagnosable by ϕ and O.

Definition 5.9. Given CCS process P . We define strong process surprisal Hsp(PO=o
ϕ ) of ϕ for process

P and observation o, o ̸= ϵ as

Hsp(PO=o
ϕ ) = min{H(P ′[V ]O=o

ϕ )|V = {A1, . . . An}, Ai ∈ CCS

and P ′ is an opening of P}.

If Hsp(PO=o
ϕ ) = 0 then there exists such an opening P ′ of P and intruders V = {A1, . . . , An} they

they are diagnosable by ϕ and O.
As a consequence of theorems 5.2, 5.4 and 5.6 we get the following corollary.

Corollary Let P be a CCS process, P ′[A1, . . . ,An] its opening and V, V = {A1, . . . , An} be CCS
processes . Then it holds

Hsp(PO=o
ϕ ) ≤ Hs(P ′O=o

ϕ ) ≤ H(P ′[V ]O=o
ϕ ).

Now, at the end we will return to modifications of NDC and NND properties.

Definition 5.10. (Intruders detectable by a predicate)
Given CPA process P [A1, . . . ,An] and a set V, V = {A1, . . . , An} of CCS processes called intruders.
We say that the intruders V are detectable by a predicate ϕ over Act⋆ and by the observation function
O for P [A1, . . . ,An] if P [A1/A1, . . . ,An/An] ̸∈ OpϕO but P [A1/Nil, . . . ,An/Nil] ∈ OpϕO. We will
denote this by P [A1, . . . ,An] ∈ DT ϕ,O

V .

In general, properties Intruders detectable by a predicate and Intruders detectable by weak trace
equivalence correspond to different detectability approaches and represent different observational power
as well as different requirement on a property we are looking for.

Proposition 5.11. There exist CPA processes P [A1, . . . ,An], P ′[A1, . . . ,An], a set V, V = {A1, . . . ,
An} of CCS processes, a predicate ϕ over Act⋆ and an observation function O such that P [A1, . . . ,An] ∈
DT ϕ,O

V , P [A1, . . . ,An] ̸∈ DTV and P ′[A1, . . . ,An] ̸∈ DT ϕ,O
V , P ′[A1, . . . ,An] ∈ DTV .
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Proof:
Let us consider V = {h.Nil}, predicate ϕ for which ϕ(s) holds if h1 ∈ s and O(h1) = O(h) = O(τ) =
τ and O(x) = x otherwise. Now let us consider CPA process P = ((h1.l.Nil+ h̄.l.Nil)|A)\{h}. Now
we check that P ∈ DT ϕ,O

V but P ∈ DTV . If we consider CPA process P ′ = ((h1.l.Nil + τ.l.Nil +

h̄.h1.l.Nil)|A) \ {h} then we can check that P ̸∈ DT ϕ,O
V but P ̸∈ DTV . ⊓⊔

Example 5.12. Let us consider V = {h.Nil}, predicate ϕ for which ϕ(s) holds if h1 ∈ s and O(h1) =
O(h) = O(τ) = τ . Now let us consider CPA process P = ((τ.τ.Nil+τ.h1.Nil+h̄.h1.τ.Nil)|A)\{h}.
It can be checked that P ∈ DT ϕ,O

V ∩DTV . This, together with Theorem 5.11, give us a general relation
between DT ϕ,O

V and DTV for given V , ϕ and O (see Fig. 2).

'

&

$

%
DT ϕ,O

V

'

&

$

%
DTV

Figure 2. DTϕ,O
V vs. ∈ DTV

We can quantify property ”Intruders detectable by a predicate” in the following way. Let us con-
sider CPA process P [A1, . . . ,An], set V, V = {A1, . . . , An} of CCS processes, a set of observations O
and two random variables VO and NO which express for every o ∈ O probability (as they are exploited in
Definition 4.1) that it ϕ(s) and ϕ(s′) hold, for O(s) = O(s′) = o where s ∈ MTr(P [A1/A1, . . . ,An/An]
and s′ ∈ MTr(P [A1/Nil, . . . ,An/Nil], respectively. We define the mutual information between VO

and NO as follows
F(VO ; NO) = I(VO, NO).

Higher values of F(VO ; NO) indicate stronger detectibility by predicate. In a similar way we could
naturally quantify also other above mentioned properties. Since security properties are complementary
to detectability ones we get in this way also their quantification.

6. Discussion

We have presented several formalisms for analysis of systems of various nature specified by process al-
gebras. They combine several information flow based security notions and approaches and they allow us
to formalize such properties of systems as diagnosability, detection ability and a presence of, for exam-
ple, intruders and other suspicious software components. Some of resulting properties can be viewed as
complementary to security ones.

Traditional security properties and hence also our starting formalisms, which are somehow based on
them, are frequently criticized of being either too strong or to weak what is a direct consequence of they
qualitative nature. So we have developed their quantitative variants. The quantification is made by means
of information theory. In this way we can express levels of system’s security and integrity.
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For the sake of simplicity we have worked with classical process algebra instead of a probabilistic
process algebra (depending on an application one can chose between reactive, generative or stratified
probabilistic calculi, see [8]). Using that kind of algebras we could have more adequate tools for ex-
pressing probabilities of traces. Instead of that we have used uniform probability distribution but all the
concepts and results could be easily translated to a probabilistic calculus. Actually we would have dif-
ferent definitions of p(MTr(P )oϕ) which appears in Definition 4.1 and 4.5 of surprisal and uncertainty
and it would influence also the definition of mutual information flow (F(VO ; NO)).

As regards the future work, besides considering probabilistic process algebra, we plan to investigate
changes of a level of security of process P by putting it to different contexts and by composing it with
other processes. We plan to formalize also unprecise observations. We can model this by observational
functions which map every trace of actions to a discrete random variable which ranges over strings from
Θ⋆. Moreover we can associate some probability distribution to resulting possible observations for a
given ”unprecise” observer. For example, we can model Gaussian (or any other) distribution of errors
for different kinds of observation etc.
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